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71— —5 When it comes to specific expertise, 96% of hackers work on hacking
}§1’1-\]0) | ] J 4b web applications, this is up from 71% last year. Elsewhere, the growth in ”:
specializations is far greater with a 694% increase in hackers saying they i

spend time hacking APls, and a 663% increase in hackers focusing on
Android. The greatest growth is in loT with a 1000% increase in hackers

A P I/ I OTO) \\J - } l/ saying they're focusing on the technology from the same time last year.
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~ DFIII. OVVﬁSP(The Open Weéb Application Security Project)h5...
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Please support the OWASP mission to improve software security through Open Source initiatives and community education.

@CIUJHSQ PROJECTS CHAPTERS EVENTS ABOUT Search OWASP.org Q "™ Store

Who is the OWASP® Foundation?

The Open Web Application Security Project® (OWASP) is a nonprofit
foundation that works to improve the security of software. Through
community-led open-source software projects, hundreds of local chapters
worldwide, tens of thousands of members, and leading educational and
training conferences, the OWASP Foundation is the source for developers
and technologists to secure the web.

o Community and Networking
« Education & Training

For nearly two decades corporations, foundations, developers, and
volunteers have supported the OWASP Foundation and its work. Donate,
Join, or become a Corporate Member today.

N Ji

[£%] https://owasp.org/

« Tools and Resources \ -
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owaspbwa

OWASP Broken Web Applications Project

Py o

This s the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web applications,
which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see http://sourceforge.net/apps/tras eport/1.

111 This VM has many serious security issues. We strongly recommend that you run it only on the "host anly”
or "NAT™ network in the virtual machine settings 11!

TRAINING APPLICATIONS

@UWASP WebGoat @UWASP WebGoat.NET
@DWASP ESAP[ Java SwingSet Interactive igl:’w’;ﬁl’ Mutillidae Il
@UWASP RailsGoat @DWAEP Bricks
@Damn Vulnerable Web Application @m

& magical Code Injection Rainbow

Welcome to Damn Vulnerable Web App'

<N MessERIAZ1—

mmm- Damn is a PHPIMYSOL damn v
tobean b ot ot il nd s o o et =g
Setup
2ppication securty n a oass oom environment
R WARNING! 1
Do Do not upload tto a an extremel bugﬁ web app !
L ] Y ) PP
e onto'a local machine inside your LA which f used sollyfor testing.

[ —— Disclaimer
SaL injection e L o e e e
= alciously.
it Tryour web servr s compt
Upload SIDVWA R is ot our respo s
XSS reflected General Instructions
Xs$ stored o ey
page.
DVWA Security
PHP Info

ML injocton - Stored (Biog)

WackoPicko.com

LUl upload  Recent  Guestbook Login

_—_—_— T

73‘1 ) —

]

BWAPP v1.9+ ————— v || Hack

sdyarsean'yl:vet
v set Current low

>3

Welcome to WackoPicko The Bodgelt Store
On WackoPicko, you can share all your crazy pics with your rends.
But thas ot al, you can iso buy th rights 10t high aualty We bodge it, so you dont have to! Guest user
versionofsomeone'spictures. WackoPicko i funfor e whoe famiy. Hord GOt Contacrlls i NoUr Basyat Saareh
New Here? Doodahs Our Best Deals!
Gizmos
Create an account Thingamajigs | Product Type Price
Check out a sample user! [Thingies [Doo dah da Doodahs $6.50
atch
Whatis going on today? Whatsits Whatnot $2.68
Widgets [ Wi allits $4.32
Or you can test to see if WackoPicko can handle a file: Matsnt weigh Whatsits $2.50)
Thingie 3 Thingies $3.30
Check this fle:| BHL...| J7 {ILHNBRENTNEH A Thingie 5 [Thingies $3.70
Wit name Gz zx3 (Gizmos $3.81
Doo dah da Doodahs $6.50
v Widgets $1.20
[Thingamajigs $3.00

—
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' mﬁmm Products v | Solutions Vv | Research = Academy | Daily Swig | Support v & =
AcademyHome ~ LeamingPath  LatestTopics \  Alllabs  HallofFame v  Geting Started Guide  Get Certified v

COMMUNITY EDTION

eb Security Academ

Learning path

Here's how to get the most out of the Web Security Academy

Burp Sane ofessons T - - et
Bup Project inruder Repeator Window Help - If you' i
b, Lptee ¥ = you're new to web security
(astenedl] Taroet | 7 C s e o

[Tage the right direction. We recon

i [©newscan @ED." tssue actviy ) back to the more challenging Ready for your next challenge?

i Rurming | Pased | Finabed

Prorect options I._whi‘ﬂ'-ﬂﬂ-&- | JSON Beauntier

v pasive ot o Prom o by R T e When youve staried fo buid Jump straight into the latest topic releases, or check out our learning path for your next topic choice.
A ks, . . A accreditation. Before you art

caourng ) 108 staporent ocemel Iabs within the Web Security
0 responses queved

File upload OAuth HTTP Host header Business logic
vulnerabilities authentication attacks vulnerabilities

| [2 v it rom Py (st i)
Audtchecks - passive Issues: o @

oty @) 0 requests (0-enes)

Jispteoy] oo | resoeen |
L T Sosce  [Mewse 9
164324 20 Sep 2020 e
Canfidence:

Visit topic > Visit topic > Visit topic > Visit topic >

lmuamwm
1457 48,20 Sep 2020
145721 20 Sep 2020
| 14.55:4520 Sep 2020

Learning path
Our suggested
path through the
Web Security
Academy topics
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OWASP TOP10(3. 4%E(C1EEDEH ININTUFAUIR= I~ ARG —DiERER
4 CVERZSDELNIDB

OWASP TOP10 2017 OWASP TOP10 2021
125133 FOEABEOFRE &l e
FSHITDER ] RS {Ln%kH N~/
HEF-50B 1392053y Your Search Engine
XMLOMIRREBES (XXE) Be NN BV R BRIEE for Security Intelligence
FHAFEOAE £F2UF(DBEIR
FIVF/IRTEDIR 88 TR R—R> b @ N\
J0Z8 41 b 29UTF42 5B ERBFE DA
- & Daily Hot! ® Security news M Exploit updates 3 Blogs review
B2TRUTFIIFIAE-33 VIMIFEF-ANEESHENRERS
= £ Bugbounty £ Linux vulnerabilities & Scanners plugins updates CVE Feed
WAIDRSEIEER IR -2 hOER TF2UFDIEEZ ST DR
M Security Tools B Firefox vulnerabilities CVSS High Score show all
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20204 : "access control” AND published:[2020-01-01 TO 2020-12-31] i 12,049 1¢i
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2021 NI N> T4 TS LOREEDEE

Top 10 Vulnerabilities Total bounty

S $36,925,156
[ I
TOTAL BOUNTIES FINANCIAL REWARDS AMOUNT

Cross-site Seripting (XSS) $4,568,335
Information Disclosure $4,520,834
Improper Access Control $4,173,966
Insecure Direct Object Reference (IDOR) $2,678,161

Privilege Escalation $2,273,302

Improper Authentication $1,981,539

Code Injection $1,502,707 ~—

SQL Injection $1,440,657

Server-Side Request Forgery (SSRF) $1,420,749

Business Logic Errors $874,51

\ /.
(%] hackerone Hacker-Powered Security Report INDUSTRY INSIGHTS ‘21
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< DENTRIADNERIBL . LOTEVENBNESEZSH?
2022F /NI )I\I>74T09 5 LDIRIZE DL

NINTYT4T0ISh 1R MESE 1t BES () BWES (¥
. Al 2FA bypass | $100 ¥13,000
Flickr BimE Information disclosure $500 ¥65,000
Alibaba A>T T=3 XSS ; $1,000 ¥130,000
Google S Authentication bypass | $1,337 ¥173,810
- BHRImR Information disclosure $1,500 ¥195,000 ~/
2 {51733 XSS § $3,000 ¥390,000
- E | Account takeover : $3,000 ¥390,000
Meta / Facebook Foallo R 2FA bypass | $3,150 ¥409,500
Rarible {31733 XSS | $5,000 ¥650,000 N —
Google 7oA Broken Access Control | $5,000 ¥650,000
Meta / Facebook BEmE Information disclosure | $12,000 ¥1,560,000
Microsoft e Account takeover ‘ $40,000 ¥5,200,000
Meta / Facebook A Account takeover $98,250 ¥12,772,500
\ y |

(£%] https://pentester.land/list-of-bug-bounty-writeups.htm!
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