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https://docs.microsoft.com/ja-jp/azure/iot-suite/iot-security-architecture#threat-modeling-the-azure-iot-reference-architecture
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STPA  Procedure STAMP S&S
[ Stepo : Determine preconditions Define frame safety and security problem
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P Idtfantﬁy tarcE:jet_ecti accident, hazard, safety and security constraints
Ll L Extract components to analyze.
Extract components to analyze
[ Step 0 : Draw a Control Structure Draw a Control Structure
Preperation2
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Y
[ . Identify Types of UCA (Unsafe Control | | Identify Types of Unsafe/Unsecure Control Action
Step 1: UCA
| pL- Action)
\ 2

[ Step 2: HCF

Identify Cause of hazard and
Eliminate or Control Them.

Extract related control loop for each
UCA.

Identify hazard causal factor(HCF).

Final Step :
Consider
Countermeasures

N l' National Institute of Informatics

Identify Cause of Unsafe/Unsecure Control and
Eliminate or Control Them.

Extract related control loop for each UCA.
Identify hazard causal factor(HCF) and security
causal factor(SCF) by threat analsis using STRIDE
as guide words.

Develop new requirements, control, design to
exclude or mitigate unsafe or unsecure scenario.
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