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If you guessed, “It will probably become really racist,” you've clearly spent
time on the Internet. Less than 24 hours after the bot, @TavandYou, went
online Wednesday, Microsoft halted posting from the account and deleted

several of its most obscene statements.

The bot, developed by Microsoft’s technology and research and Bing teams,
got major assistance in being offensive from users who egged it on. It
disputed the existence of the Holocaust, referred to women and minorities
with unpublishable words and advocated genocide. Several of the tweets
were sent after users commanded the bot to repeat their own statements,
and the bot dutifully obliged.

[ https://www.nytimes.com/2016/03/25/technology/
microsoft-created-a-twitter-bot-to-learn-from-users-
it-quickly-became-a-racist-jerk.ntml ]

TECHNOLOGY

Microsoft Created a Twitter Bot to Learn
From Users. It Quickly Became a Racist Jerk.

By DANIEL VICTOR  MARCH 24, 2016

TECHNOLOGY  Microsoft Created a Twitter Bot to Learn From Users. It Quickly Became a Racist Jerk.

Tweets Tweets & replies

TayTweets

s Twitter account. The bot was developed by Microsoft's technology and research and Bing teams
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[ Ribeiro et. al., " Why Should | Trust You?":
Explaining the Predictions of Any Classifier, KDD'16 ]
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BARYE, RED/NZ A —Z1E
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Medium s

Andrej Karpathy | Follow |
‘,_iﬂ Director of Al at Tesla. Previously Research Scientist at OpenAl and PhD student at Stanford. I like

W to train deep neural nets on large datasets.

Nov 11,2017 - 8 min read

Software 2.0

I sometimes see people refer to neural networks as just “another tool in your
machine learning toolbox”. They have some pros and cons, they work here or
there, and sometimes you can use them to win Kaggle competitions.
Unfortunately, this interpretation completely misses the forest for the trees.
Neural networks are not just another classifier, they represent the beginning
of a fundamental shift in how we write software. They are Software 2.0.

[ https://medium.com/@karpathy/software-2-0-a64152b37c35 ]
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[ Zinkevich, Rules of Machine Learning: Best Practices for ML Engineering, 2016 ]
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[ Breck, What's your ML Test Score? A rubric for ML production systems, 2016 ]
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[ http://www.ga4ai.jp/ ]
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BZEZE 57 A FAB]EE | [ Weyuker, On Testing Non Testable Programs, 1982 ]
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[ Sequra et al., A Survey on Metamorphic Testing, 2016 ]
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[ Murphy et al., Improving the Dependability of Machine Learning Applications, 2008 ]
[ Jarman et al., Metamorphic Testing for Adobe Data Analytics Software, 2017 ]

[ Lindvall et al., Metamorphic Model-based Testing of Autonomous Systems, 2017 ]
[FE,T7T—2tY F2HREDVY T DT « TAT 47,2017

[ Dwarakanath, Identifying Implementation Bugs in Machine Learning, 2018 ]
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[ S. Ali et al., Systematic Review of the Application and Empirical
Investigation of Search-Based Test Case Generation, 2010 ]

[ http://www.evosuite.org/ ]
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[ Pei et al., DeepXplore: Automated Whitebox Testing of Deep Learning Systems, 2017 ]

[ Tian et al., DeepTest: Automated Testing of Deep-Neural-Network-driven Autonomous Cars, 2018 ]
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[ Dreossi et al., Compositional Falsification of Cyber-Physical Systems
with Machine Learning Components, 2017 ]
2020/01/24 f-ishikawa@JaSST'20 Hokuriku 47



1=

il

R YATLILANIVTDT X B
m\erifAl (Berkeley) LW

Controller —,;) \
Plant Model _:‘—’ \ FALSIFICATION
) SIMULATOR counterexample(s)
Perception —4—— —»
Component FUZZ TESTING
traces
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T/ 7\ ] Aé’fﬂ:@ Environment - N r \ COUNTEREXAMPLE
Model — | ANALYSIS
~ - ~ ~ SEARCH MONITOR —d —
MR =2l —> 3> ((Semetrs. <) JR
-~ ’ d ~ o DATA AUGMENTATION
atiakiiand b 4
RARER () 5 & LEF
A 0 A -
™ ABSTRACT ERROR HYPER PARANETER
Property 5 FEATURE TABLE parameter values
(temporal logic, SPACE ANALY SIS |
obj. function, J \ /| /MODEL PARAMETER
monitor '\‘ SYNTHESIS
program, ...) ., parameter values

# Car going straight

ego = Car egoLane.median

# Car turning left

Car leftTurnLane.median

# A car blocking the Ego's view

spot = OrientedPoint blockLane.median
laneNoise = (-0.5, 0.5)

Car spot offset by laneNoise @ 0

# Another car 5-8 m behind that

Car spot2 offset by laneNoise @ (-5, -8)

THFAPMS =Sig C r:/—‘/J %Eaﬂ‘ L [ https://qithub.com/BerkeleyLearnVerify/VerifAl ]
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[ Huang et al., Safety Verification of
# Deep Neural Networks, 2017 ]
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“stop” “80m speed limit” “go right”
to “30m speed limit” to “30m speed limit” to “go straight”
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Semantics [ Mirman et al., Differentiable Abstract
\ Interpretation for Provably Robust
a! O Neural Networks, 2018]
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Interpretation
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(a) Under-fitting Bug (b) Over-fitting Bug
Figure 7: Test Accuracy v.s. Number of Layers

[ Ma et al.,, MODE: Automated Neural Network Model Debugging via State Differential Analysis
and Input Selection, 2018 ]
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20188 MJava Unit Testing Competition
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[ Molina et al, Java Unit Testing Tool Competition - Sixth Round ]
[ https://code.fb.com/developer-tools/sapienz-intelligent-automated-software-testing-at-scale/ ]
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[ Mao et al., Sapienz: multi-objective automated testing for Android applications, 2016 ]
[ Alshahwan., et al., Deploying Search Based Software Engineering with Sapienz at Facebook, 2018 ]
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[ Mao et al., Sapienz: multi-objective automated testing for Android applications, 2016 ]
[ Alshahwan., et al., Deploying Search Based Software Engineering with Sapienz at Facebook, 2018 ]
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Finding and fixing software bugs automatically with SapFix [.htt.psz//code..ﬂ.o.com/developer—tools/
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[ Lee et al., Stability Analysis for Safety of Automotive Multi-Product Lines:
A Search-Based Approach, GECCO'19]
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[ Zhang et al., Assessing the Relation Between Hazards and Variability in Automotive Systems, ICECCS'19 ]
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[ Caro et al., Generating Avoidable Collision Scenarios for Testing Autonomous Driving Systems, ICST'20 ]
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(MSR: Software Repository Mining)
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[ Google bugspots, http://google-engtools.blogspot.com/2011/12/bug-prediction-at-google.html ]
FIRZEER (2016) [ https://dl.dropboxusercontent.com/u/1350791/jssst2016-msr-tutorial.pdf ]
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