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We've talked a bit in the past about our move to the cloud, and John shared
some of our lessons learned in going through that transition in a previous
post. Recently, we've been focusing on ways to improve availability and

reliability and wanted to share some of our progress and thinking.
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component can guarantee 100% uptlme (and even the most expensive
hardware eventually fails), we have to design a cloud architecture where

individual components can fail without affecting the availability of the entire

Sign in

https://medium.com/netflix-techblog
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AWS Cloud Adoption Framework (CAF)
AWS Cloud Adoption AWS Cloud Adoption Enterprise Accelerators
Framework Methodology e A pr——
L . — * Architecture Jumpstart mm.
Pefse:tr(:lzve oy ) Security Playbook QD."
... . { :::;223“ Applications Assessment () @
: ~ Ps:‘sme .~ 4_@ Operational Healthcheck .Dm
L =D
& Skills Assessment & )
..@ Resident Architect & OO0

Body of Knowledge

Domains, Concepts
Patterns, Best Practices
Structures, Dependencies

Delivery Process

Methods, inputs, outputs, swim-lanes
Delivery process and milestones
Tasks, sequences and results

Managed IP & Tooling

Scenarios, stakeholders, pain points,

value proposition, time/cost/effort, templates,

checklists, tools

Download the CAF Whitepaper: http://do.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
Kindle versions also available: https://aws.amazon.com/whitepapers/#cloud-adoption-framework
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Infrastracture level D%
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https://github.com/stelligent/cfn_nag
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This repository

DR

O Features Business Explore Marketplace Pricing

Sign in - Sign up

stelligent / c¢fn_nag ©Watch 31 HeStar 202 YFork | 40
<> Code Issues 46 Pull requests 6 Projects 0 nsights
=l
il . Dismiss
E: Join GitHub today
GitHub is home to over 20 million developers working together to host
and review code, manage projects, and build software together.
Linting tool for CloudFormation templates
D 254 commits ¥ 5 branches > 101 releases 212 9 contributors ofs MIT
-

Branch: master v

B crickascic #121 bump cin-mede to fix problems with over sager wildcard? predic. o

Latest commit 8a7b284 20 days ago

bin
codepipeline-lambda nd shorten methods s ag
features months ago
lib : 1days ag
spec Remove unused skeleton comments 1 days ag
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https://www.slideshare.net/AmazonWebServices/building-the-largest-repo-for-
serverless-complianceascode-sid205-reinvent-2017
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AWS Lambda
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DevSecOps Governance Maturity

Maturity Assessment Cloud Operations and Governance Maturity

Key Questions

T L1 - Centralized Control L3 — Centralized Control with Self Service
1.  What is the level of interaction
between the business unitand IT
operations to provision cloud §
?
resources g Governed Automation Full Automation
2 Towhat degree are the software &) Traditional Request & Approval process High degree of Self Service
development teams constrained h=] Controlled Architecture Across BUs Automated Request and Approval Process
by the ability to provision compute S Centralized Oversight of Machine Images Full Integration with Enterprise CMDB
resources? 8 Manual Integration with Enterprise CMDB Full Enterprise Visibility into Compliance
c
3. To what degree does the business g
unit have visibility into cost of o A
cloud resources to support 3 LO - Decentralized Control L2 — Decentralized Control with Automation
applications? 6]
@
4. To what degree has the business w
unit developed preconfigured a
automation templates? ‘n__)
= Little to No Automation Some Automation
5. Are there automated integrations L Decentralized Control of Machine Images Variant Architecture per BUs
between cloud environments and Decentralized Email/Phone Event & BU controlled Machine Images
your CMEB or Event Management Incident Response Minimal Environment Monitoring
systems? No Environment Monitoring Low Enterprise Visibility into Compliance

No Enterprise Visibility into Compliance

I_ Degree of Automation & Approved Self H
Service
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':’Secu rlty Cloud Jou rney is always
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THANKYOU FOR YOUR ATTENTION!

Shogo Matsumoto(matshogo@)
Amazon Web Services Japan
Professional Services Senior Security Consultant




