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Industrial Internet Consortium
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Industrial Internet Consortium @ BH

The Industrial Interg
supported organi
growth of the Ind

coordinating eco # L WigR DLl A %
control and inteclimm i1 SRy W = b &= 3 PN B, R A AL, Nulr

people, processe
interoperability and open standards to deliver

transformational business and societal outcomes across 25\0 J‘XJ:U)%E“%ﬁ
industries and public infrastructure. 30U LD ED S

> Launched in March 2014 by five founding members:
> AT&T, Cisco, General Electric, IBM & Intel.

> The lIC is an open, neutral “sandbox” where industry, academia and
government meet to collaborate, innovate and enable.



INDUSTRIAL INTERNET CONSORTIUM @D kR

TAIRyF
Track & Trace
Time-Sensitive Networking
Manufacturing QualityManagement
Communication and Control for Microgrid Applications
INFINITE

The Condition Monitoring andPredictive Maintenance (CM/PM)
Fr Lo

PRXE
Industrial Internet Security Framework

Industrial Internet Reference Architecture
-

*http://www.iiconsortium.org/test-beds.htm
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http://www.iiconsortium.org/IISF.htm
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> KEY SYSTEM CHARACTERISTICS
ENABLING TRUSTWORTHINESS
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TRUSTWORTHINESS & (& ?

> The degree of confidence one has that the system performs as
expected in respect to all the key system characteristics in the
face of environmental disruptions, human errors, system faults
and attacks. The needs of IT and OT must both be met.
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SECURITY THREATS
AND VULNERABILITIES ON ENDPOINTS
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> 77V - EREICFEME
> Car Security Assessment and ECU Security
Assessment
> Application Security Assessment
> Connected Cars Security Assessment
> Penetration Testing
> Telecom Client-side Security Assessment

*Source:Kaspersky AO



CAR SECURITY ASSESSMENT AND ECU SECURITY

ASSESSMENT
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APPLICATION SECURITY ASSESSMENT

>Web 77V —vavexalT4T7E8RAAV B
> 77— TEMETBEET 7V r—>a v

S ENANT V5= avexalyT4aT7EAAV B
> 0SS FAA PR EDHKTIHET D77V r—av

HFHT7 7V r—>arvexa V747X AV
> Windows. Linux, VxWorks., QNX% & D&#EOS/RTOS FD&EE
BCHEINE7TU5r—>ay




CONNECTED CARS SECURITY ASSESSMENT
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PENETRATION TESTING
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Penetration Testing Execution Standard (PTES) :

> NIST Special Publications 800-115 Technical Guide to Information Security Testing and
Assessment :

> Open Source Security Testing Methodology Manual (OSSTMM) :

> Information Systems Security Assessment Framework (ISSAF) :

> Web Application Security Consortium (WASC) Threat Classification :

> Open Web Application Security Project (OWASP) Testing Guide :

> Microsoft STRIDE Threat Model :


http://www.pentest-standard.org/index.php/Main_Page
https://csrc.nist.gov/publications/detail/sp/800-115/final
http://www.isecom.org/research/
http://www.oissg.org/issaf.html
http://projects.webappsec.org/w/page/13246978/Threat%20Classification
https://www.owasp.org/index.php/OWASP_Testing_Project
https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx
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http://www.jnsa.org/seminar/2018/0226/index.html
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