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Formal Analysis of Avionic Software to DO-178B irouno the worwo in a soLar airpLaNe
applying Polyspace Bug Finder and Code Prover

SOLARIMPULSE

— No test cases or compilation needed

— Latent bug or defect hunting, e.g. incorrect temperature in throttle box

[ Enablad ADC
ALCSRR |= (l<<RDEN);
{f === wait stabilizes Acef rising level after Enable

[} for (1=0; 1< {1<<(ADC WAIT)) ¥>2; i+#] asm("nop"™);

JJ Clear Status Trig.
S Starct ADC

/

/

£ Stert ADC

{/ Clear Status

zig.

A A 1= (1<<ADSC) ;

while {{{*(velatile wintB_t *} (0=TA)) & (L1<<6}} == 1};
// clear Status Trig.

44 Btazt RDC

ADCSRA |= (1<«<ADSC);

4\ MathWorks

while ([ (*(

" ADCSRA 1= (1<<ADSC) ;
ﬂu while {{ADCSAR & {1<<ADSC)) == 1):
|
While ( (ADCSRA & (1<<ADSC) == 1) \

we— Pro
pingle o

ADCSER T

https://www.mathworks.com/company/events/conferences/matla

b-conference-switzerland/2015/proceedings/solar-impulse-first-

round-the-world-solar-flight-attempt. pdf

Formal Analysis of Avionic Software to DO-178B .rouno rie worco v 4 soLar aimpLane

applying Polyspace Bug Finder and Code Prover

= Independent, systematic code reviews, compliance to MISRA-C

= Complexity results to support DO-178B “simple system” argument for case
where we had to “re-engineer” design assurance level equivalence

SOLARIMPULSE

= | Bug Finder and Code Prover provided 1-2 Man-Year savings|and

automated capability in parallel to development which were not available

otherwise

12
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PolyspacelZ & HHREEERE DL : 7&)

yperator / on
left: 10

)' ) right [-21474855 .. -1]
t [-10 .. 0]

O—KRLEa—D %L

&\ MathWorks'

tasks1i.c tasksl.c
proci SHRS5 READ

tasks1.c tasksl.c
proc2 SHRS WRITE
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Polyspace Bug Finder: {2 tHIEE DEHE  _ i

Resuits Statistics 4 b @
Bug_Finder_Example version 1.0 {22/07/2013)

Files analysed: & / & (See log)
Author: username

N - Data-flow
Numerical

" I ) —
Static memory

Programming

Defect Distribution
(Totak 54)

Dynamic memory

. BHAT—IS =

Top 5 coding rules violations

- FIATEY—TIS :
- OS5I I5— p—

= Polyspace Bug Finder - Where_Are_Errars C:\Work\Documentsindia\Demos\Where_fire_Errors\Verification_2 (Z0V pmtect)\Remlt__ El@g]

— — File Edit Run Review Options Window Help
u ’ — 7 D I / L EEEERE IS + | Q [ case sensitve ] whole word ~ | |Fm=ramnager)

Hi | Alldefects » 4 B {3 1: write without 2 further read POlyspace Bug Finder GUl

— ﬁ / — :Che i Type
[ ] I:l 'y 1 I Family File Function
[=-Defect - Defects: 2

[=)-Data-flow - Defects: 2

[=-Write without & further read - Defects: 2 while (actuator_position < 10)
— Juhereare_aors proe. e posizon 10| :
B i where_are_errors_prot... new_position() 20 L
[} l T actuator position++;
tmp_pos += sensor_pos2 / 100;
v += 37
IS : \\ - where_are_errors_protect.c / new_position{) 1
~ s — — 0 1 ¥ write withouta further read if ((3*magnitude + 100) > 43)
- Variable x is written twice without read.
/ — ¢

10 x = actuator_position;
4

Code sequence for probable cause /* {4 divide b hy
! avoll ivide zero
- Code sequence for probable cause Scope 1 ¥l Y
1 Assignment to local variable %' new_position() 2 /Hg/
2 ‘' Variable x is written twice without read. new_position() actuator position = x / (x - y):

/*} else

magnitude++;

| s |

where_are_errors_protect.c
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Polyspace Bug Finder: &

Numerical

1.

2
3
4
5

7.
8.
9.

10.

11.

12.
13.

Integer division by zero

. Float division by zero

. Float conversion overflow

. Integer conversion overflow
. Unsigned integer conversion

overflow

Sign change integer
conversion overflow

Float overflow
Integer overflow
Unsigned integer overflow

Invalid use of std. library
integer routine

Invalid use of std. library
float routine

Shift of a negative value
Shift operation overflow

Dataflow

1.

o r w DN

© ® N o

12.

Write without further read
Non-initialized variable
Non-initialized pointer
Variable shadowing

Missing or invalid return
statement

Unreachable code
Dead code

Useless if

Partially access array

. Uncalled function
11.

Pointer to non initialized
value converted to const
pointer

Code deactivated by
constant false condition

Static memory

1.
2.
3.

11.

12.

13.

14.

Array access out of bounds
Null pointer

Buffer overflow from
incorrect string format
specifier

Destination buffer overflow in
string manipulation
Destination buffer underflow
in string manipulation
Pointer access out of bounds
Pointer or reference to stack
variable leaving scope
Unreliable cast of function
pointer

. Unreliable cast of pointer
10.

Invalid use of std. library
memory routine

Invalid us of standard library
string routine

Arithmetic operation with
NULL pointer

Use of path manipulation
function without maximum
sized buffer checking

Wrong allocated object size
for cast

IHEYXN(1/2)

Programming

1.
2.

10.

11.

12.

13.

14.

Assertion

Bad file access mode or
status

Call to memset with
unintended value

Declaration mismatch
Exception caught by value

Exception handler hidden by
previous handler

Format string specifiers and
arguments mismatch

Improper array initialization
Incorrect pointer scaling
Invalid assumptions about
memory organization
Invalid use of == (equality)
operator

Invalid use of = (assignment)
operator

Invalid use of floating point
operation

Invalid use of standard
library routine

15.
16.
17.
18.

19.
20.
21.

22.

23.

24.

25.
26.
27.

&\ MathWorks'

Invalid va_list argument
Copy of overlapping memory
Missing null in string array

Modification of internal buffer
returned from nonreentrant standard
function

Overlapping assignment
Possible misuse of sizeof

Possibly unintended evaluation of
expression because of operator
precedence rules

Qualifier removed in conversion

Standard function call with incorrect
arguments

Use of memset with size argument
zero

Wrong type used in sizeof
Writing to const qualified object

Variable length array with
nonpositive size

17
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IHEYXK(2/2)

Polyspace Bug Finder: &

Concurrency Tainted data Object oriented (Security A
1. Datarace 1. Array access with tainted 1. *this not returned in copy 1. File access between time of check 17 Use of obsolete standard function

2. Data race including atomic
operations

Resource management

1. Closing a previously closed
resource

2. Resource leak

3. Use of previously closed
resource

4. Writing to read-only
resource

Dynamic memory

1. Use of previously freed
pointer

2. Unprotected dynamic
memory allocation

3. Release of previously
deallocated pointer

4. Invalid free of pointer
5. Memory leak
6. Invalid deletion of pointer

index
2. Command executed from

elements

5. Library loaded from
externally controlled path

6. Loop bounded with tainted
value

7. Memory allocation with
tainted size

8. Pointer dereference with
tainted offset

9. Tainted division operand
10. Tainted modulo operand

11. Tainted NULL or non-null-
terminated string

12. Tainted sign change
conversion

13. Tainted size of variable
length array

14. Tainted string format

15. Use of externally controlled
environment variable

16. Use of tainted pointer

assignment operator
2. Base class assignment operator

overriding

6. Member not initialized in
constructor

7. Missing explicit keyword
8. Missing virtual inheritance
9. Object slicing

10. Partial override of overloaded
virtual functions

11. Return of non const handle to
encapsulated data member

12. Self assignment not tested in
operator

Other

1. Invalid use of other standard
library routine

2. Large pass-by-value argument
3. Assertion

4. Format string specifiers and
arguments mismatch

5. Line with more than one
statement

.

12.

13.
14.

15.
16.

and use (TOCTOU)
File manipulation after chroot

Function pointer assigned with
absolute address

Incorrect order of network
connection operations

Mismatch between data length and
size

. Missing case for switch condition
10.
11.

Sensitive data printed out

Sensitive heap memory not cleared
before release

Umask used with chmod-style
arguments

Uncleared sensitive data in stack

Unsafe standard encryption
function

Unsafe standard function

Use of dangerous standard
function

18. Deterministic random output from
constant seed

3. Deadlock externally controlled path not called without chdir 19. Predictable random output from
4. Double lock 3. Execution of externally 3. Base class destructor not virtual 3. Use of non-secure temporary file predictable seed

5. Double unlock controlled command 4. Copy constructor not called in 4. Vulnerable path manipulation 20. Vulnerable pseudo-random

6. Missing lock 4. Host change using initialization list 5. Vulnerable permission numbe_r generat(?r

7. Missing unlock externally controlled 5. Incompatible types prevent assignments 21. Execution of a binary from a

relative path can be controlled by
an external actor

22. Load of library from a relative path

can be controlled by an external
actor

CERT

/TR
ISO
NS
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tasks1i.c tasksl.c
proci SHRS5 READ

tasks1.c tasksl.c
proc2 SHRS WRITE

BRI
T5—%&F
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static void pointer arithmetic
int array[100];

int *p = array;
int 1i;
for (i = 0; i < 100; i++) {
* — .
p = 0;
_ s
p++;

if (get bus status() > 0) {
if (get oil pressure() > 0)
*p = 5;
} else {
i++;
}
}

Pointer ‘p’ (pointer to int32, size 32bits)

Pointer is not null
Points to 4 bytes at offset of 400 in buffer of 400 bytes, so is outside bounds

Pointer may point to ‘array’, local to function ‘pointer_arithmetic’.

1 = get bus status();

if (1 >= 0) |

*(p - 1) = 10;
}
}

(void) {

{

20
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Quality (FaH)

— SUB3ALITS—DFENA

- AE. AL, EH

Usage (fEAA )

— ARSI, TATSLET. TAM—X
[TAE

— W EEE:C/IC++/Ada

Process(7O+RX)

- SVBLLIS—DOREAEE

— BEERI—KR. N\UFO—FOEHFTEE

— J—FOEBEEAIE

KM EERAICO—FEENESE
HALTFRYZHIR

static void pointer arithmetic (void) {
int array[100];
int *p = array;

int 1i;

\\\\\ffr (1 =0; i < 100; i++) {

*p
{5
Bt variable ‘I’ (int32): [0 .. 99]

J assignment of ‘I’ (int32): [1 .. 100]

if (get bus status() > 0) { i
gl/_:j_-'\yp:_l: \f (get o0il pressure () > 0) { E
mETT \*—p Y |
} else { -
i++;
NS )
AL > :Unproven )
RMHICE>TIELLTS—
= get bu tatus ()
f (1 >=0) {
_ _(E _ i)Yz :
B S S
} i
[zﬁﬁﬁﬁ ] ---------------------------------------------------------- :
Y=L FvT

PolyspaceldZ THDET/NRADIERZHT S !
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Polyspace Code Prover@Key Point
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PolyspacelZ &k HHREEEE DXL : 7& A HI

tasks1.c
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SEDRH
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- W A A

b= |

TR D E

YIIFZADTO—NIL-EEFEHDOFEREZLE 2 —ZFNE{E

¥ EERTLE 1 —F %

atatic int SHES = 5

Event File

Written value: 5 tasks1.c
Written value: 28 tasksl.c
Read value: 5 tasks1.c
Read value: Sor 28 tasksl.c

SCcope

Line

_init_globals) 29

proc1()
proc1()
proc2()

103
103
112

5574hIWIELE 1 —F ik

tasks1.c

@

procl

tasks1.c

e

proc2

tasks1.c

O

SHR5 READ

tasks1.c

O

SHRS5 WRITE

4\ MathWorks

24



4\ MathWorks

PolyspacelZ &k HHREEEE DXL : 7& A HI

tasks1.c

9
ﬁ%ﬁ
E tasksl.c

sFE e

@@Jf I B S I
O—KFLEa2—DO$HFE{E IS—%F

SEDRH

25



4\ MathWorks

PolyspacelX FTREDREE{EEXZMEIELFE
RO REEBILT HEFMBH DY) 21— 3>

MISRAFT Y%

O—T 427 JL—)LEEHL

1ISO. IEC. DO&2

Y R—b
shEt e DB INT DAIEULNY T RETER

OA—RARJ IR

O—FmEDAIRE

BIRIT A D T HZHIHE

SRR VI 7 AN MED EHT




&\ MathWorks’

7oIN

- KRR ATLOREICET S5%E
~ BT ANEFFRIBEITD B Y~

- Polyspacef#fIfEMTY ) 1 — 3> DilEEE T

»:L—ﬂ“éwu & EeH

27



&\ MathWorks

Polyspacea—H—ZE4H|

3 <z

> e o e

) MathWorks MATLAB&SIMULINK

Introducing Polyspace into the
Software Development Process HERD=
Polyspacez#lFHHLUTYI M I7@E%ZAE L

Eileen Davidson

Ford Motor Company ;#EE
VIR 7REOSECET, INEFTROIHN

BOSRTIAA NI T HFERITBE Nissan Fairiady Z.
YU31—33>
= Glucolight Ensures Reliable Software for Medical Tri _
i o Pgl SO, B MathWorks®W—JLERIFL T, BE®RY T4
sing PolySpace™ Products tor 4 PHERR U= 1 — RA 2B (CRRAR
g Yyop Tl TPolyspace®mEZHMAL T,
ThETCEROEDY L%
S e fER TERBAIEYTRIITO
stay, and mortality for patients in intensive - ﬂ-ja,(V(D]_ I»‘\‘(C} (‘0"1&%—3([1»5:&7)\“6%7": Eﬁﬁ&ﬁﬁ-’- dcE #-53
care. Current glycemic control methods -
are time-consuming and labor-intensive, = yj b'jI?@EiE’EEb‘E&%é“TC ﬁ l/ to N |
e o ek mitei = PolyspaceRah' HEDNY TS VOBATE AEASE s
glucose levels. 5(—:tb‘ﬁh\jit—:
GlucoLight Corporation is developing a I
noninvasive, continuous glucose monitoring
system that uses imaging technology and GlucoLight SENTRIS-100, a noninvasive glucose monitoring system.
rZJu,,e: m: maml,al iitei;nuon, 2 i c i http://www.mathworks.com/tagteam/77497 91488v01 Nissan UserStory final.pdf

https://www.mathworks.com/company/events/conferences/automotive-conference-
michigan/2015/proceedings/introducing-polyspace-products-into-software-development-process.pdf 28
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