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A% values ¥/

right: [-21474855 .. -1]
result: [-10 .. 0]
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TEFEFERDMET | WhereAreTheErrors
int new position(int sensor_posl, int sensor_pos?)

MathWorks-PolyspacelZ2ULVT |

. int actuator_position;
int %, v, tmp., maznitude;
actuator_position = 2; /% default*x/
A Y — — . LR /% walues %/
« VIO T7HREEICEET AF LD
{
i 73 712 —— actuator_position++;
u POIySpace ﬁ%mﬂ**ﬁ@ﬁ#;ﬁ% tmp += sensor_pos? / 100;
v o+= 3
?_
it ((3tmagnitude + 1003 > 43)
{
N magnitudet+;
u POIySpaCeO)}IJ \J I\ ¥ = actuator_position;
operator / on type int 32
left: 10
right: [-21474855 __ -1]
T\Y e result: [-10 .. 0]
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sourcel.c
source?.c

O—KLEa— BETXE

Software Development Lifecycle Phase
Source: i :Softwal efect Reducti 0 List", |

B.Boehm and V. Basil re D tion Top 1 EEE Computer
$15,000.00 $14,102.00
$10,000.00 $7,136.00

$5,000.00
$139.00 $455.00 $977.00
$0.00 —
Requirements  Design Coding Testing Maintenance

= Cost Per Bug
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MISRA C® Fxvh—
MISRA AC AGC

- BBERI—KAE

MISRA C++ Fxvh—
JSF++ Fxvyh—
HREIAX
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Check Details
[ ] variable trace

ID 236: © MISRA C:2004 13.1 Assignment operators shall not be used in expressions that yield a Boolean value.
(required)

Event Scope Line

13,1 Assignment operators shall not be used in expressions that vield a Boolean value. bug_badequaluse() 23

Source
Dashboard ||:|ataﬂu:u'.-\'.|: programming.c

lI."-!a-

* BAD EQUAL T3E

*
7
wolid bug_badequaluse(int &, int b}
{
v

'!E if (a = b) { /* Defect: Possible incorrect assignment *7

7 v
printf{"Equalityn"™);
!
!

Polyspacea—FKIL—ILFzyIIZ&YITS5—DFHATEE
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Polyspace Bug Finder: {2 tHIEE DEHE  _ i

Resuits Statistics 4 b @
Bug_Finder_Example version 1.0 {22/07/2013)

Files analysed: & / & (See log)
Author: username

N - Data-flow
Numerical

" I ) —
Static memory

Programming

Defect Distribution
(Totak 54)

Dynamic memory

. BHAT—IS =

Top 5 coding rules violations

- FIATEY—TIS :
- OS5I I5— p—

= Polyspace Bug Finder - Where_Are_Errars C:\Work\Documentsindia\Demos\Where_fire_Errors\Verification_2 (Z0V pmtect)\Remlt__ El@g]

— — File Edit Run Review Options Window Help
u ’ — 7 D I / L EEEERE IS + | Q [ case sensitve ] whole word ~ | |Fm=ramnager)

Hi | Alldefects » 4 B {3 1: write without 2 further read POlyspace Bug Finder GUl

— ﬁ / — :Che i Type
[ ] I:l 'y 1 I Family File Function
[=-Defect - Defects: 2

[=)-Data-flow - Defects: 2

[=-Write without & further read - Defects: 2 while (actuator_position < 10)
— Juhereare_aors proe. e posizon 10| :
B i where_are_errors_prot... new_position() 20 L
[} l T actuator position++;
tmp_pos += sensor_pos2 / 100;
v += 37
IS : \\ - where_are_errors_protect.c / new_position{) 1
~ s — — 0 1 ¥ write withouta further read if ((3*magnitude + 100) > 43)
- Variable x is written twice without read.
/ — ¢

10 x = actuator_position;
4

Code sequence for probable cause /* {4 divide b hy
! avoll ivide zero
- Code sequence for probable cause Scope 1 ¥l Y
1 Assignment to local variable %' new_position() 2 /Hg/
2 ‘' Variable x is written twice without read. new_position() actuator position = x / (x - y):

/*} else

magnitude++;

| s |

where_are_errors_protect.c
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Quality (2 H)

— SUB3ALITS—DFENA

- AE. AL, EH

Usage (fEAA &)

— ARSI, TRTSLET. TAM—R
[TAE

— W EEE:C/IC++/Ada

Process(ZO+RX)

- SVBLLIS—DOREAEE

— BBERI—F. \UFa—FoO@BHa gk

— J—FOEBEEAIE

EHEERANICO—FEEMES
HEARLTFRYZAIR

static void pointer arithmetic (void) {
int array[100];
int *p = array;

int 1i;

\\\\\ffr (1 =0; i < 100; i++) {

*p
{5
Bt variable ‘I’ (int32): [0 .. 99]

J assignment of ‘I’ (int32): [1 .. 100]

if (get bus status() > 0) { i
gl/_:j_-'\yp:_l: \f (get o0il pressure () > 0) { E
mETT \*—p Y |
} else { -
i++;
NS )
AL > :Unproven )
RMHICE>TIELLTS—
= get bu tatus ()
f (1 >=0) {
_ _(E _ i)Yz :
B S S
} i
[zﬁﬁﬁﬁ ] ---------------------------------------------------------- :
Y=L FvT

PolyspaceldZ THDET/NRADIERZHT S !
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Polyspace Dashboard : f@#r#& RA—/\—E 21—

Back to Project Selection Demo_C (Integration) POIVSpa ce ® Metrics
me‘i - baseline v ‘ Tu‘WZ - fix final grey v ‘ [~ Compare [ New Findings Only c
D E N » Quality Objectives [ON ¥ | Display Mode Reviewdustfication Progress (%) v| | Guoupby [Fies v Refresh
. n n / =/ Lagend Summary Code Metrics CodingRules  Run-Time Checks
Confirmed Defects Run-Time Findings Potential Run-Time Errors Justified
5 [ 30 100 Legend:
4 80
3 W High 4 B Run-Time Errors 2 60 : ; —tbasehrge J J
™ 2 | | | W ledium ™ Non-terminating Constructs a0l |1 | | 55 N Ry'?EES x‘; ";Ecdms removed,
E — Low 2 T B Unreachable Branches 10 T T 03 - dd s (rods) fxe
. 1 20 - 8 - address orange
E— . A} ) EEREN 11 ] ] ] 11: 10 - final MISRA
1 1 1 6 g1 13 1 1 6 g 1 13 1 16 T 1 13 13:12 - fix final grey
Green Code sgfﬂ'fj[?;; %“h”;g]e U”’E‘gﬁ';j,b'cehsgi‘;fhes Other Run-Time Erors (Orange Checks) N”g;s;’t”r'u”j!"g Software Quality Chjectives
Y areaion Confirmed | Run-Time
Defects Reliability Path- Bounded |Unbounded Qualit T
Checks Justified Checks Justified Checks Justified Checks | Related Input Input Justified Checks st v Level
atus Progress
Issues Issues Issues
\Y U4 #2712 -fix fnal grey 100.0% M2 100.0% 4 2 PASS | Exhaustve | 100.0%
o} 11 - comment densit 99.7% n 0.0% 1 100.0% 4 2 FAIL SQ0-6 80.0%
[+ 10 - final MISRA 99.4% 30 0.0% 1 5 2 FAIL $Q0-3 0.0%
[#-7) 9 - revisit MISRA rule 99.0% 308 0.0% 1 6 2 FAIL 8Q0-3 0.0%
@ 8 - address orange 99.1% 316 0.0% 1 6 2 FAIL 5Q0-3 0.0%
[#-4) 7 - address greys ptz 95.5% 275 0.0% 1 12 5 FAIL 5Q0-3 0.0%
[#--") 6 - address greys 94.9% 281 2 13 7 PASS 5Q0-2 100.0%
s # J 5 - RTEs (reds) fixed 93.3% 278 0.0% 6 4 1 7 FAIL 5Q0-3 0.0%
Y I i [#: 4 - MISRA errors fixe 91.5% 270 0.0% 3 4 16 1 8 0.0% 2 FAIL 5Q0-2 0.0%
/ / 11 n 4 I \ &/ 3 - types fixed, macr 91.5% 270 3 4 16 1 8 2 5Q0-1
[#--) 2 - commented 88.8% 261 3 6 22 1 13 2 SQo-1
(3 ) 1a -ignore math h 88.8% 261 3 6 2 1 13 2 5Q0-1
[#-") 1 - baseline 9 88.8% 281 3 6 2 1 13 2 $Q0-1
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4\ MathWorks

CERTIFICATE

No. Z10 09 07 67052 003

Holder of Certificate:

Factory(ies):

Certification Mark:

Product:

Model(s):

Parameters:

The MathWorks, Inc.
3 Apple Hill Drive

Natick MA 01760-2098

USA

63726

Software Tool for Safety Related
Development

PolySpace® Client™ for C/C++
PolySpace® Server™ for C/C++

The verification tools are fit for purpose to verify safety
related software according to IEC 61508, EN 50128,

ISO 26262, and derivative standards.

The verification tools are qualified tools according to

1SO 26262.

The report MN74651C is a mandatory part of this certificate.
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Introducing Polyspace into the
Software Development Process

Eileen Davidson
Ford Motor Company

12-May-2015
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Glucolight Ensures Reliable Software for Medical Tri
Using PolySpace™ Products for C/C++

Studies show that management of glucose
levels reduces infection, length of hospital
stay, and mortality for patients in intensive
care. Current glycemic control methods
are time-consuming and labor-intensive,
however, requiring medical staff to draw
blood samples and manually measure blood
glucose levels.

GlucoLight Corporation is developing a

.! MathWorks
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MATLAB&SIMULINK
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noninvasive, continuous glucose monitoring

requires no manual intervention.

system that uses imaging technology and GlucoLight SENTRIS-100, a noninvasive glucose monitoring system.

http://www.mathworks.com/tagteam/77497 91488v01 Nissan UserStory final.pdf

24


http://www.mathworks.com/tagteam/77497_91488v01_Nissan_UserStory_final.pdf
http://www.mathworks.com/tagteam/77497_91488v01_Nissan_UserStory_final.pdf

v
&iPonspace V) —RAO—FFRIIREE ~3

- Polyspace Bug FinderT

?E(:l FDORMaZERRE !
B CARESDEBIEMNTHE !

- Polyspace Code ProverT
DVTANIVORTLIZS5D 34 L
7—0)’5‘ ’a:—‘IEHﬂ !
§7J$H']L‘/7|"7170)nnﬁ’&
ESHE-ML!

SimulinkERIBEM5ETaIRE
274 - Tz NERITHERAREE

B FEDRENTICLSI— H' Rt

Polyspace Bug Finder Polyspace Code Pro
ae —_—

i-0
ﬁ

b
wy

i-g

R la—FERERL CEMERA

&\ MathWorks'

25



fNo—=2T -2 Y ILTa0T Y—ER

SIES

= B
- &

A

BREXMNDEDEZEKIE

m b L—=2T Y—EX
> TE8 NL—=25
v BIR,. 40 E. KRIZTEHFHE
v ZEEO—X(11) HA3—X(0(11),
HfO—X(4)% CiRit
>7A YAk fL—=25
v BERYAMNZITEM1#E
v CEZBIZILLCT3DDLARNILTAH) X254
DHRIIA X HVA]HE

n VYTV Y—EX
> NAR L Jumpstart”

v BEETILEAR—X(ZLI=-E8EFEY—)LE A Y R—F

» Advisory Service
v E&Project [CEhERHREHATENA(HF)H—EX

4\ MathWorks

26



=2z, . .

Polyspace ® iF{

28

S
35

LR AN

% l’) c~L/7L" oY Ji%%<f'éb\

(fred.noto@mathworks.co.jp)

Polyspace&$iffl[ = EIR A

Hl3

LB R7—RICHI

F Y=y

&\ MathWorks

27


mailto:fred.noto@Mathworks.co.jp

Thank You For Your Attention
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© 2016 The MathWorks, Inc. MATLAB and Simulink are registered trademarks of The
MathWorks, Inc. See www.mathworks.com/trademarks for a list of additional
trademarks. Other product or brand names may be trademarks or registered
trademarks of their respective holders.
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Polyspace Bug Finder: &

Numerical

1.

2
3
4
5

7.
8.
9.

10.

11.

12.
13.

Integer division by zero

. Float division by zero

. Float conversion overflow

. Integer conversion overflow
. Unsigned integer conversion

overflow

Sign change integer
conversion overflow

Float overflow
Integer overflow
Unsigned integer overflow

Invalid use of std. library
integer routine

Invalid use of std. library
float routine

Shift of a negative value
Shift operation overflow

Dataflow

1.

o r w DN

© ® N o

12.

Write without further read
Non-initialized variable
Non-initialized pointer
Variable shadowing

Missing or invalid return
statement

Unreachable code
Dead code

Useless if

Partially access array

. Uncalled function
11.

Pointer to non initialized
value converted to const
pointer

Code deactivated by
constant false condition

Static memory

1.
2.
3.

11.

12.

13.

14.

Array access out of bounds
Null pointer

Buffer overflow from
incorrect string format
specifier

Destination buffer overflow in
string manipulation
Destination buffer underflow
in string manipulation
Pointer access out of bounds
Pointer or reference to stack
variable leaving scope
Unreliable cast of function
pointer

. Unreliable cast of pointer
10.

Invalid use of std. library
memory routine

Invalid us of standard library
string routine

Arithmetic operation with
NULL pointer

Use of path manipulation
function without maximum
sized buffer checking

Wrong allocated object size
for cast

AR (1/2)

Programming

1.
2.

10.

11.

12.

13.

14.

Assertion

Bad file access mode or
status

Call to memset with
unintended value

Declaration mismatch
Exception caught by value

Exception handler hidden by
previous handler

Format string specifiers and
arguments mismatch

Improper array initialization
Incorrect pointer scaling
Invalid assumptions about
memory organization
Invalid use of == (equality)
operator

Invalid use of = (assignment)
operator

Invalid use of floating point
operation

Invalid use of standard
library routine

15.
16.
17.
18.

19.
20.
21.

22.

23.

24.

25.
26.
27.

&\ MathWorks'

Invalid va_list argument
Copy of overlapping memory
Missing null in string array

Modification of internal buffer
returned from nonreentrant standard
function

Overlapping assignment
Possible misuse of sizeof

Possibly unintended evaluation of
expression because of operator
precedence rules

Qualifier removed in conversion

Standard function call with incorrect
arguments

Use of memset with size argument
zero

Wrong type used in sizeof
Writing to const qualified object

Variable length array with
nonpositive size

30



Concurrency

1.

N o g &> w

Data race

Data race including atomic
operations

Deadlock
Double lock
Double unlock
Missing lock
Missing unlock

Resource management

1.

Closing a previously closed
resource

Resource leak

Use of previously closed
resource

Writing to read-only
resource

Dynamic memory

1.

Use of previously freed
pointer

Unprotected dynamic
memory allocation

Release of previously
deallocated pointer

Invalid free of pointer
Memory leak
Invalid deletion of pointer

Polyspace Bug Finder: &

Tainted data

1.

10.
11.

12.

13.

14.
15.

16.

Array access with tainted
index

Command executed from
externally controlled path

Execution of externally
controlled command

Host change using
externally controlled
elements

Library loaded from
externally controlled path

Loop bounded with tainted
value

Memory allocation with
tainted size

Pointer dereference with
tainted offset

Tainted division operand
Tainted modulo operand

Tainted NULL or non-null-
terminated string

Tainted sign change
conversion

Tainted size of variable
length array

Tainted string format

Use of externally controlled
environment variable

Use of tainted pointer

Object oriented

1. *this not returned in copy
assignment operator

2. Base class assignment operator
not called

3. Base class destructor not virtual

4. Copy constructor not called in
initialization list

5. Incompatible types prevent
overriding

6. Member not initialized in
constructor

7. Missing explicit keyword

8. Missing virtual inheritance

9. Object slicing

10. Partial override of overloaded
virtual functions

11. Return of non const handle to
encapsulated data member

12. Self assignment not tested in
operator

Other

1. Invalid use of other standard
library routine

2. Large pass-by-value argument
3. Assertion

4. Format string specifiers and
arguments mismatch

5. Line with more than one
statement

1.

2.

10.
11.

12.

13.
14.

15.
16.

IHEUXK(2/2)

Security

File access between time of check
and use (TOCTOU)

File manipulation after chroot
without chdir

Use of non-secure temporary file
Vulnerable path manipulation

Vulnerable permission
assignments

Function pointer assigned with
absolute address

Incorrect order of network
connection operations

Mismatch between data length and
size

Missing case for switch condition
Sensitive data printed out

Sensitive heap memory not cleared
before release

Umask used with chmod-style
arguments

Uncleared sensitive data in stack

Unsafe standard encryption
function

Unsafe standard function

Use of dangerous standard
function

&\ MathWorks

17. Use of obsolete standard function

18. Deterministic random output from
constant seed

19. Predictable random output from
predictable seed

20. Vulnerable pseudo-random
number generator

21. Execution of a binary from a
relative path can be controlled by
an external actor

22. Load of library from a relative path
can be controlled by an external
actor
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C run-time checks

= Unreachable Code

= Out of Bounds Array Index
= Division by Zero

= Non-Initialized Variable

= Scalar and Float Overflow (left shift on signed variables, float underflow versus
values near zero)

= Initialized Return Value

= Shift Operations (shift amount in 0..31/0..63, left operand of left shift is
negative)

= lllegal Dereferenced Pointer (illegal pointer access to variable of structure field,
pointer within bounds)

= Correctness Condition (array conversion must not extend range, function
pointer does not point to a valid function)

= Non-Initialized Pointer
= User Assertion

= Non-Termination of Call (non-termination of calls and loops, arithmetic
expressions)

= Known Non-Termination of Call
= Non-Termination of Loop

= Standard Library Function Call
= Absolute Address

= Inspection Points

C++ run-time checks

- Unreachable Code static void pointer_ arithmetic (void) {

int array[100];

Green: reliable int *p = array;

= Out of Bounds Array Index  safepoineraccess
= Division by Zero
= Non-Initialized Variable

Red: faulty
outof bounds error
= Scalar and Float Overflow ' (
= Shift Operations
. . Gray: dead _—
= Pointer of function Not Null  unrescheabiecoce
= Function Returns a Value S
= lllegal Dereferenced Pointer pre- b =i

= Correctness Condition
= Non-Initialized Pointer

= Exception Handling (calls to throws, destructor or delete throws,
main/tasks/C_lib_func throws, exception raised is not specified in the throw list,
throw during catch parameter construction, continue execution in__except)

= User Assertion

= Object Oriented Programming (invalid pointer to member, call of pure virtual
function, incorrect type for this-pointer)

= Non-Termination of Call
= Non Termination of Loop
= Absolute Address

= Potential Call

= C++ Specific Checks (positive array size, incorrect typeid argument, incorrect
dynamic_cast on reference)
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