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void bar () {
foo (p) ; int *p = malloc(sizeof(int));
if(p '= 0) { ... } if(p 1=0) *p=42;
if x=0 }

if(p !=0) *p=42;

1)

f ZHIELLY

Ifx!=0 int *p =

X=O/\XL=O malloc(sizeof(int));
NULLos@ais  void foo(int *p) { *p =42,

*p = 42;

} BAmEL

”
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int *p = malloc(sizeof(int));

abecd..

¥

htmlEncode()

\ ¢

&lt; &gt; &amp;
&quot; &#x27;
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3. DIERG "we == 1" (&, true KL E LT,

646 if (we == 1) {
647 float [Y;
648 TIFFGetField (tif, fip->field tag, &3);

4. address_of: "&fv' D7 RL ARG VY TILhVRA V5 TT,

AddressiE U J

¢ CID 12319 (#1/2): @EADF Yt X (ARRAY_VS_SINGLETON)

5. callee_ptr_arith: "&fv" ' ENZEEF & L TERET 28 "TIFFWriteRationalArray(TIFF *,
£9, Chig, XEVOUEMABO I APRRODREAERZHENBDET ., FHzRET

FDirEntry *, float *)" IKEShTW

649 if (!TIFFWriteRationalArray(tif, dir, Sm))?

% /mnt/hgfs/VMShare/Coverity/samples/idirs/6.5/tiff-3.9. 1/libtiff/tif_dirwrite.c
989 TIFFWriteRationalArray(TIFF* tif, TIFFDirEntry* dir, float* v)

990 {
991 uint32 i;
992 uint32* t;
993 int status;
994
995 t = (uint32*) _TIFFmalloc(2 * dir->tdir_count * sizeof (uint3d));
1. SR "t == NULL" iZ, false ICIRL X U T,
996 if (t == NULL) {
997 TIFFErrorExt (tif->tif clientdata, tif->tif name,
998 “"No space to write RATIONAL array");
999 return (2);
1000 }
2. IR "i < dir->tdir_count" i, true IEIKLE LT,
1001 for (i = 9; 1 < dir->tdir _count; i++) {
3. ptr_arith: L "v + i" TV' KL TRA VIREMTORTVWET,
1002 float fv = v[i];
1472 int cian - 1+
8
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5257 static int
5258 TIFFFetchStripThing(TIFF* tif, TIFFDirEntry* dir, uint32 Ps, uinté4** 1lpp)
5259 {
5260 static const char module[] = "T StripThing";
5261 enum TIFFReadDirEntryEr >
5262 uinté4* data;

1. alloc_arg: "TIFFReadDirEntryLong8Array(TIFF *, TIFFDirEntry *, uinté4 **)" (. “data” iCB#MLIATVEZ7O75—FLTWET, [FHORT)
5263 err=TIFFReadDirEntryLong8Array (tif,dir,&data);

2. 53I5{%4 "err I= TIFFReadDirEntryErrOk™ (&, false icME L & L7z,
5264 if (err!=TIFFReadDirEntryErrok)
5265 {
5266 TIFFReadDirEntryQutputErr(tif, err,module, TIFFFieldWithTag(tif,dir->tdir_tag)->field _name,d);
5267 return(8);
5268 }

3. 53844 "dir->tdir_count I= (uint64)nstrips™ {&. true KL & LTz,
5269 if (dir->tdir_count!=(uint64)nstrips)
5270 {
5271 uinté4* resizeddata;
5272 resizeddata=(uint64*) TIFFCheckMalloc (tif,nstrips,sizeof(uint64),"for strip array");

4. 5554 "resizeddata == NULL" {2, true ic L & L7z,
5273 if (resizeddata==8)

¢ CID 12334 (#1/1): Y Y —2R Y —% (RESOURCE_LEAK) ( BEEEEBRET (I

5.leaked_storage: ¥ "data" XA A—T &N NS ch, UY—AHBU—-ILTWET, R L m| _jj)[,glzﬁiﬁﬁﬁ
5274 return(9);
5275 if (dir->tdir_count<(uint64)nstrips)
5276 {
5277 _TIFFmemcpy(resizeddata, data, (uint32)dir->tdir_count*sizeof(uinté4));
5278 _TIFFmemset(resizeddata+(uint32)dir->tdir_count,d, (nstrips-(uint32)dir->tdir_count)*sizeof(uint64));
5279 }
5280 else
5281 _TIFFmemcpy(resizeddata, data, nstrips*sizeof(uint64));
5282 _TIFFfree(data);

5283 data=resizeddata;
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59 Person p = r.getPersonA(); S|R =X
60 personA = p.getPersonName().toString();
61 personAld = p.getPersonld();
62 try {
63 = p.isPatient() ? "Patient" : "User";
64 } v —
65 catch (Exception ex) {
original: "personAType" EIE—TTDLSIERAEXT,
66 = “User"; =
67 }
68 #r b =
69 p = r.getPersonB(); Ba#w“éf’*
70 personB = p.getPersonName().toString(); R PIHE
71 personBId = p.getPersonld();
72 try {
73 personBType = p.isPatient() ? "Patient" : "User";
74 }
75 catch (Exception ex) {
¥ CID 10064 (#1/1): AE—~_—X k T5— (COPY_PASTE_ERROR)
copy_paste_error: "personAType" @ "personAType" IEAE—F Y RR—ARDIADLSICRELEXT, "personBType" ICTNE
TEHOFEREAN?
76 = “User"; -
77 } =
78
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Bl O0OXGA FRATU I+ >0

4 taint_path_arg LocationTagController.java:81

71 @RequestMapping("/admin/locations/locationTagAdd") I‘=
TL—LT—SDIVRURAVRELTZOBMBICAD £, Y—TLy RUIIARNS 14 +~ openmre-trunk
— — mn ° — W N
DF—5TBBIID. 1\5X— name" RERENTNET, ARENIEANBNE, FAARLIAT—TENILE
KF-HYEFERATIXFIER. RicEAINDFT—%

INTA—% "name" @FERENicF—9EZMD £, o

& ;i ® public String add(@RequestParam(”name") S I T LocationTagControllerjava:72
74 i if (!StringUtils.hasText(name)) { 4 taint_path_param LocationTagController.java:72
75 i request.setAttribute(WebCo ’

taint_path_param LocationTagController.java:72

INGA—% "name" @FRENIT—FEZRDET, ‘ I’
& 46 © public LocationTag(String name, String descripti

4 taint_path_arg LocationTagController.java:81
& taint_path_arg LocationTag.java:47

4 taint_path_param BaseOpenmrsMetadata.java:71
& taint_path BaseOpenmrsMetadata.java:72

org.openmrs.BaseOpenmrsMetadata.setName(java.lang.String) ic5&E hic 7
—INEZINTVE T "name"
& 47 setName (name);
setDescription(descr

CID 11758 (#1-2/4): ZORYA k RZ U Tk (XSS) A ¥4 Y3 ¥ (X | BEULTRA | B8R || TkRY
Y7 %2 h HTML_ATTR_VAL_DQ D=8 IcBYic ¥ =9 1 XEhTL R
8. "$(msgArgs)® ® HTML X—IADEMIZS DR YA k22 YU T5 1 V%48
<BNHBHDET,

ELIE&8BB70AYA MR VT T4 2 IANORUE REENKIAVYTF AL
DIHDILIAT—TFEBENBHDET, HIZE

_path_ca headerMinimal.jsp:8
4 taint_path_call headerMinimal.jsp:8
& taint_path_call headerMinimal.jsp:9
4 taint_path_call headerMinimal.jsp:10

 xss_lnjection_site headerMinimalsp91

fn:escapeXml(msgArgs)

Z & T fnescapeXml 3B EF— 4 £ TR — 79 BB (HTML attribute &) .

AR
¢ 91 <div id="openmrs_msg"><oj
92 </c:if> F4& 3/4 ~~ openmrs-1.2
o <c:if test="g{err 1= null}"> FRANEANEDS, FHHCIRy—T&
94 <div id="openmrs_error">« 7 4 % AEE T 2 TSR - *
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COVERITY SCAN
STATIC ANALYSIS

Find and fix defects in your c/c++ or 3. var_assign: Assigning: "sysram” = storage returned from "vmalloc(size)"
. sysram = vmalloc(size);
Java open source project for free. By oo ek

fition am", taking false |
if (!sysram)

Test every line of code and potential execution path. RN “EMEEN

E
[%]
©
Q
°
3
L

info = framebuffer_alloc(2, device);

The root cause of each defect is clearly explained, 5. Condition "info == NULL", taking true brancl
making it easy to fix bugs if (info == NULL)
€ CID 703417 (#1 of 1): Resource leak (RESOURCE_LEAK)

. 6. leaked_storage: Variable "sysram" going out of scope leaks the storage it points tc
Integrated with 4

return -ENOMEM;

Sign Up For Free
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Table 1: 2013 0SS 01— RDOFMER%: C/C++

B4 X 2013 2013 2012

(1780 JOozob | Oz oho | OO D
£ A& =l

100,000 A'F | 358 48% 38%

100,000- 299 40% 44%

499,999

500,000- 42 6% 7%

100 51T

100 A17ALE | 42 6% 11%

5T 741
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Table 2: 2008-2013 FHRE SRR

Coverity Scan Report | FAREESEE

F C/C++ ({4/KLOC)
2008 .30

2009 .25

2010 .81

2011 45

2012 .69

2013 .59

Coverity [C&>TEHEMEHIN /T DI5,

HEENG - HLRILDLD

{) coverity’
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Table 8: LINUX ANALYSIS: 2006-2013

- 3 N—=>3> BEATITEX MRMARS {EIEM

2006 | 2.6.16 3,451,730 | 1,264 435

2007 | 2.6.16 3,458,369 | 425 217

2008 | 2.6.27 4,202,209 | 596 365

2009 | 2.6.32 4,862,567 | 527 417

2010 | 2.6.33, 2.6.34, 5,504,780 | 3,858 462
2.6.35

2011 | 2.6.38, 2.6.39, 3.0, | 6,849,378 | 2,331 1,283
3.1

2012 | 3.2, 3.3, 3.4,3.5, | 7,387,908 |5,803 5,170
3.6, 3.7

2013 | 3.12 8,578,254 WTM

{) coverity’
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TABLE 9: 2013 LINUX RESEE (J>R—=> Kil)

D e S Linux 2013
Drivers 0.58
Drivers-Media 0.47
Drivers-SCSI 0.67

Staging-lustre 0.85 ‘

Drivers-Staging 0.77
Networking 0.50
Drivers-USB 0.49
Kernel 0.61
Drivers-Infiniband 0.65
Drivers-USB 0.49
Kernel 0.61
Drivers-Infiniband 0.65

{) coverity’
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Number of Days to Fix Newly Detected Defects

140

N

N\

=

A
YA

===Number of Days to Fix Newly Detected
Defects

40

Jan. Feb. March April May June July Aug. Sept. Oct. Nov. Dec.

2013 M5 Dave Jones 7' Linux @ Coverity SCAN 183(C
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Transforming Testing Through Automation

Coverity’s Journey to Automate Testing
as Part of Product Development

Andreas Kuehlmann

Coverity, Inc.
San Francisco, CA, USA
akuehlmann@coverity.com
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c 2 BRAD T4 —Fr—TU—X" R.7v>T
« @D A >FIL—23>TU—-X” * Jira & PivotalTracker =97 UTZiER
+ 2 AR “UU—2TU—Z” & GADT =i

HOFYTO— K o Bugzilla [CL B/ &R
« UU-AD—RFR—Al « Jenkins-CI (C K BHRGFRES

T AIL=TMEHE

* Alameda, Berkeley, Davis, Eureka, Fresno,

* B1EBIDRFT—HR=Z—=FT1>7
« UU—\—=RZ>JT(E BIC3E

12M)Y —xa)gig'ﬁm | Next Release Planning >| Next Release Execution >

[ FelmsePmng > RelmsBeator >

| Prev. Release Execution >

October December August
November July September
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4

End-to-end (E2E) tests
performed manually

2
L}

Front End

Compilation

Analysis
Core Analysis

Connect (CC)

Coverity

Defect Management

>

<

Tests automated

and run during build

- >
Tests automated
and run during build

>

<

Mostly manually
tested

2f

FHIDT AN 7O0—F:

JOVRIVREBHTDOAVR—RUMIBEMESN =T A TTRAEN TN
Coverity Connect [(XIZEAENFEHTTRAE
End-to-End DT AKEIFEH TITHNTULV
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¢ *%771?(3:127% J’XJ:b\b\j /= Personnel Transition from

o ZLI X FE(CEELZSZIIH O Eastern Europe to Calgary
« FAMEBCICERZH IO .

AFIL rfl—E

e 57X h@g E}J'ﬂ: (:;(j‘@'%%b \ EFAN—> 3> 32011 Q42011 Q12012 Q22012 032012

Eastern Europe ™ Calgary
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Defects Addressed by Coverity Quality/Security Advisor
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Coverity Connect DB &7~ ~D

Activities wFirefox Thu Jun 27, 20:31 Menwin

Mozilla Firefox

File Edit View History Bookmarks Tools Help Search Terminal Help
 £?3Nem/Tab | % ‘ undemo]$ . /rundemo-anomaly-653.sh
. ~ st-scripts/ / -sui
‘ | v [_{_l ].'V Q‘ a test-scripts/rundemo/demo-suite.xml

jer for Thread[pool-1-thread-1,5,main], com.c
iver.cases.functional.projectsissues.sourcebr

n
[@lms] Entered TestRoot.initializeConfigurati

TEST CLASS: functional.projectsissues.sourceb
wihn

STARTED: 2013-06-27 20:31:26

“imAutomation VERSION: 63f9cbee2dccd73f171508

)

[@312ms] Creating the User 'admin-130627-2031

TARGET CIM/CC VERSION: 6.5.3.hotfix 89cc635 i
. 282

demory used: 39.56 MB (117.94 MB allocated ou
751.13 MB, with 3 tracked objects)

1 extra delay to 300ms

Handling test non-ui preconditions...

Non-ui preconditions done,
Building new Login page with WebDriver platfo
Firefox'.
setting user (Actor) 'admin-130627-2031-ludSm
localhost:8653
Trying to resize browser window to (1024, 768

[@3599ms] Exiting TestRoot.initializeConfigur
[@3602ms] Entered TestRoot.beforeTestMethodPr

TEST METHOD: public void com.coverity.ces.web
tional.projectsissues.sourcebrowser.FileDropD

Handling test preconditions...

[@3603ms] Sign into CIM as this Actor...

WebDriver

33 0 cover 1ty®




> 2 AL

o 2011FM~2013FFE TD Coverity Connect & End-to-End D5 X hE
BN{LDFER

CC Test Automation Progress E2E Test Automation Progress
1750 4000
1500 — 3500 B
1250 - 3000
2500
1000 —1 —1 —
2000
750 — — —
1500
500 [ | | | B B 1000
. m il i
0 -_ 0 — -
Alameda Berkeley Carmel Davis Today Alameda Berkeley Carmel Davis Today
Manual CC GUI Tests 347 661 1006 931 1194 Manual E2E Tests 300 370 175 143 60
¥ Automated CC GUI Tests 0 2 44 220 403 M Automated E2E Tests 0 120 1468 1761 3466
CC Manual Testing Effort E2E Manual Testing Effort
120 20
100
16
& w0 &
(=] o 12
c . c
s 60 S .
§ 40 5
a [ |
0 - T T T T 0 - T T T T
Alameda Berkeley Carmel Davis Today Alameda Berkeley Carmel Davis Today
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« JHWLWTFXBDIFEAEZ. Jenkins FOEILRTOLERD—ERE UL TE
ITend
BHENMET A DRI 21 —)LELIR— DI, ST A7%ZHiER
o INRTDISY IA—LDIEHDT A &
BEb 9 desd. B—/NCKSRIRE MG SRR

« SRFTLDOBEHHEIS

Hardware for STS Test Farm

250

200

150

-

Pre-2011 Q12011 Q22011 Q32011 Q42011 Q12012 Q22012 Q32012 Q42012 Q12013 Today

Number of Physical Machines H Total Number of Machines incl. Virtual Machines

35



B X A T2FT LWL E X 75 K4l

The Ultimate Machine — Claude Elwood Shannon
http://www kugelbahn.ch/sesam_e.htm
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« UFOO-RCEBUZESTAMERZLMFTD
o FTARI—K
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eSS

“Fr>ooty NICTA—DAUEFTR MRV S —% 59 3 Bftiiitds
J20O0> hI> REFTO— REN : 1,372,376 17
* 1,149,036 1T T XA N TH/\— (83.7% /3/\L-w ), 223,340 {THERKRFT R b

ERIDZEE([CIA—NDRITDE,

AN SRS

145 7 71 IJILAD 851 172 1)\ —FBDNE

250,000
() 200,000
(@)
— 150,000
o]
3
= 100,000
3
c 50,000
- |

Untested LOC
Untested LOC (%)

# Incomplete Tested Files

Focus testing on latest changes

223,340
] ! 1979

B 1743

404
145

9,636 7,93’\ 851
Total Since 5.3 Since 5.4 | Since 5.4.1
223,340 9,636 7,934
100.0% 2.0% 1.6%
1979 1743 404

2500
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' returns void .‘—|

void f(int x) {' ' returns void

g(x); void f(int x) {
} g(x);

| returnsnon-null | |}

Integer g(int x) { ' returns non-null

Integer boxed = new Integer(x); @ Integer g(int x) {

return boxed; if (x < 0) {
} warn(“negative”);

}
\, ' returns non-null ! Integer boxed = new Integer(x); returns void

Integer f(int x) {I | return boxed; }void f(int x) {

return g(x); g(x);
} } FooTTTTTTTTT T T

returns non-null \ may returnnull |

Integer g(int x) { Integer g(int x) {'

Integer boxed = new Integer(x); R S A ) IR

return boxed; , mayreturnnull L Connon(“negative”);
} Integer f(int x) { return null;

return g(x);
Yy g ‘teger boxed = new Integer(x);

pturn boxed;

Integer g(int x) {
if (x < 9) {

error(“negative”);

return null;
¥
Integer boxed = new Integer(x);
return boxed;
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65 i return status;
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