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FED DEI

B CFD++ M1 HErEBETOHIFEE

® EERS I EETREX CEET B

® FD/OIZIE, (1H#F+FLE) RIEEE DT
® FIEEEDHIEL TEBELSD, zéﬁA ciig

® /L—DEIFEIEES DG 7% TH B A

O CFDD& 7Oy s R EXKICESHA ;:—;:—“/7‘ ?
= FhLLDEK
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2. 2 ConcollicTestinglDEEL DEI

ConcollicTesting : FEHIAENTZFIBL /=T X r—X 5851 TRFDE
ConcreteTest, SymbollicTestZ & VT EIEEN—IX T I G%E
RTEBIXMEERTE (H 7)) DIFFENE, (T1kEDIES
CFD + + DA

BRI O RIEZRZ HE LK, (DS IERLI=ZREZXEDIES

51 © DehbugEng Debug Engineering Institute



Concolic Testing DEI

m T—Y (B
@ HUEFTINZEEHNELTIVS
® Concolic testing/Z£-dDynamic Test Generation D £ iy
® FHAFEIZH D TLVBD T, EHITHEAN

m BER, Bk
1. HEEDEE G DES
2. CUTE DHi#H
3. F&b
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2.2.1 HEMEDE = FFHIBENT DE DEI

B LE 21— IaFE-T-FT XL
B LEx— HISEE

® Glenford J. Myers:The Art of Software Testing
— 1kR 1979%F 2k 20044 3k 20114
® Chapter 3: Inspection, Walkthroughs, and Reviews
— ANRIZEBTARAEE, F—LAUN—RTOTSLEHRAINTERRTS.
mLEL—ES
® FHITRIDIMFHFEN—X, EEN—I, FBEN—IJEIFIFETL

B IHETLZHINTS

® |IPAGHEIZLDE, 70%DIFHZ TITHOA TS <dpEESAIXELD >
® FDIHEIX?

BLEaA— T R—FIEE
@ JOtR FNEIZDIVTIEXEESH TLA.

@ ENMEICEXESIHAB.
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MISRA C EZHEY—/L DEIX

B BT RANTIEERSRE L/
@ XE!—l)—D4LE, TOTS32TI1ZHEITBEIEFEL TET S/
® MM IRTLNTOTSLLSE
® AL TAFEITO TELE DNBHEENLTLHIEL)
® FRHFEAWTBE, BBLETOTSIDTINR— T D
@ ERELT CHERYFLDIZEELLI=
- CEREZREICERYTSHDTATIIVT FEIE
® “Motor Industry Software Reliability Association” &L 7= 1998 &£

mY—)Lit
® MISRAFF/EF/ZEEL TLVEL (BL/~=)T—FREFE DIFEY—/L
® V— /LT D=—IH5, FFHIBEHTHES DLV -
® EIDY—/)LIE, V—RIA—FFEET B/
® FD# TOUSLEEEZRIZIEET SY—/LA
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FFHIFENTE IS DEI

B IR E X EFRIERATICK AT AT —2 BB R
o LALEELDD
o THTEEDH ? TELLIDH ?
o LDLIICIEFTEDH ?

B WEDOTAMMEDISIZZEHEOMN?
® £/ FLWBE/IFNYTT.
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CIL ( C Intermediate Language) D /45 DEI

m BB O =H DO RTLE
® CEFZFID, TO0 T30 SiEIFERLGHZTEFZEA TLS.
— BER#ORELICEUTRERE
® FCC BMELIKII-EHRT SEIT
® CIL/E, #iIiEEZAEHTL, HFREX K (abstract syntax tree ) TEHH T S
CEICLYBEREZ R T B.
— George C. Necula, etc ;CIL: Intermediate Language and Tools for Analysis

and Transformation of C Programs, CC ‘02 Proceedings of the 11th
International Conference on Compiler Construction, pp 213-228

@ IWN—IL—XKDHFFET F—7>V—XEL TTHEHIA TS
— 32N AF1Zgcec ZfELY, ETEN S (LOcamITEE RSN TLYS
® Frama-CZit, a5 LDENY—/ILIE, CILEFR> TERSIA TS

B CILICKYRRHIBEHT DA INERINT =

— http://kerneis.github.io/cil/
— AICIL: Common Intermediate Language(3£:& 58 S £& : Microsoft 0 .NET)
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C->CILZH -> 57T HT DEI

® HZE
Frama-C7& &

wame

EDY—ZEFCEEET S,

ﬁ CillZ#Han=Yy—2R

Control-Flow Graphs
Data flow analysis framework

Inliner C—>Cil
g:)ellgliséhoa'ro\; aysts _ EBoO)L—LERTS
Heapify (A—HIL T LA LE) SFME

One Return http://kerneis.github.io/cil/doc/html/cil/
etc 4

Ocaml TiEid
BRRIGFT VD
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2.2.2 CUTE D457 DEI

® CUTE: concolic unit testing engine

® CDHT Concolic testing LRAEZEDAT-

— Sen, Koushik; Darko Marinov, Gul Agha (2005). "CUTE: a concolic unit
testing engine for C". Proceedings of the 10th European software
engineering conference held jointly with 13th ACM SIGSOFT international
symposium on Foundations of software engineering. New York, NY:
ACM. pp. 263-272. ISBN 1-59593-014-0. Retrieved 2009-11-09.

® MEE ERINI—FDI—FI/INL Y FRAIZT S, BEAIGA T EH
DIE(TRFT—5)FLET B
® il g BEHIFIE VI N—F(E > THE, B HIEBRIENTIZL Y T—RD
WLy ERAIET B
— HlEH7O—DMBHIZTVILN—ZFE>THESFEE, LHihbHoT-.
— Path Crawler: (http://pathcrawler-online.com)
— Frama-C®PathCrawler 7545 1>
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SR OFELT DEI

® VJL/N—THES/=d0/C
— WEITAETHEHLIEITINSLTHEET D
— ZDE=HIZ, DURYYIRITHBE
® symbolic execution DHZF
- CEROHEEERICAUETIFTEHDIEETHRE
— %CT, Cillyl2&kd70 Mo FEHA (ASTIE) DR FRE (Ci)ZXMRET S
— BT, —EDETTIXpiggy-back AKX TITS
— concrete (execution) and symbolic execution =Concolic
— Concrete execution :3EFE M 31T (symbolic execution TIXELVE

B ET)
— Concolic&ld, 13T JAD—EFEERITTITOIVUR)YIERITUESR
® XIJwf:
— AVRT)IDEEINES
— IFFETHDOEETHD
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ConcolicE7 7D DEI

® Concolic Execution

symbolic %%
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D 7 7 0—F DEI

® PathCrawc/r: (http://pathcrawler-online.com)

— INRFEHHE, TAM —ZXDOEHERK

— O4EMLAFHELTULS.

® DART(Directed Automated Random Testing)

— VILN\—THRITIEWHIEHREEZ S LTANTHEL

— Godefroid, Patrice; Nils Klarlund, Koushik Sen (2005). "DART: Directed
Automated Random Testing". Proceedings of the 2005 ACM SIGPLAN

conference on Programming language design and implementation. New York,
NY: ACM. pp. 213-223. ISSN 0362-1340. Retrieved 2009-11-09.

— http://research.microsoft.com/en-us/um/people/pg/public_psfiles/pldi2005.pdf

® EXE(KLEE)

— Dawson, Engler; Cristian Cadar, Vijay Ganesh, Peter Pawloski, David L. Dill
and Dawson Engler (2006). "EXE: Automatically Generating Inputs of Death".
Proceedings of the 13th International Conference on Computer and
Communications Security (CCS 2006). Alexandria, VA, USA: ACM.

® 1h/CEEZSDIFFE
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F/H B[ BE7ZL tools DEIX

® Pathcrawler-online.com
— oS4 L TREBZEARALTLS
— Tool BRIEIELFH
® CUTE and jJCUTE
— MERIZRY, NA(F)—TERAINS
® CREST (CUTE®D#i43k)
— F—Ty—RELTAEH
® CATG, Jalangi Java /A//7)
— F—T—RELTAE
® Microsoft Pex
— Visual Studio 2010IZ&FE N5

® Wikipedia @ concolic testing =48
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Concollic Testing DA/ ER DEI

B ZUSHLECTHT AN — AN BB E RSN, R1T
L%

B T AMDFERIZTOTSTHAERLI-EBYIZEFNET
HMhEHH

m BRI RED—BE

mEHEO=OHICIETEHRMNSADELE DOREEREIERL.
BETOLELNDHD
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FRHIBENTII (L1 E TR 70l

® FFHITRIE, FRETBEICLSIEE TIXHEL)
® 1EMHIX

- BHELEFLYDELER

— Concolic ZITICKHEELEE

INT DEE
E n‘l’/%@] Ty

DEI

CIBEAVA
EITHRE

‘0)%.‘;3&7 RIOA LRI R T AMEIIER
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RTEF/Z k5P te5F (CFD ++?DELY) DEIX

— Kaeiji Uetsuki, Tohru Matsuodani, Kazuhiko Tsuda (2013). An Efficient
Software Testing Method by Decision Table Verification, International
Journal of Computer Applications in Technology Vol. 46, Issue 1, 54-64

R E
ELLY
J—K
. —
EITHR

=2y
SRIA RO =

("TTTTA T \ .

| TAMEKRE : L i I

NEME )%
RTE
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G DET

® ZFIHITRIFETLLL:
— TANT—EADERAFE, TAMRERE
® LB CHITETRFFEZHET S
1. JBAEN L 2.3 FBALIZHER Fh1/ZTO0SLEDBELE
BEDENLGE-2.6 BEZTINE, FHELGEOASEEE

2.
3.
®

EROEHRIER

M SERL T35 L5065
1=DT -' {fEREL1=DT
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FED DEI

B TARIRMEERITIERA. VIMNARDOKELGET—T
B CFDIZTAMAESEBILIZCKAFEIELZaXMIEFER
o FHEEHLOTTBDL RIEIEERE
O FHIERELIH ST —RiE. REETET B EDIER

mTAN —AHETBEEDER DX
® Concollic Testing D& B LEH1E

@ REKERO/-MHKIFIEERIGIE LLEATREIZT S F R HF

B CFD++M45#
® CFD++ZFFL/-TXF 7O BEDHZELIET

IO
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DEI

ZDEHEITET/INVT TERAEMICEST, SEIOEMELTEIIIZRAREIN=HLDT
T._DEHDES, EEFFEREZZIELET, 20135 9H

TNV TRFEFRIE. TR, T\ DA LGREBRREXIELET,
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R-13.11
68 © DebugEng Debug Engineering Institute



