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libc v

static, const ehar €ofist so_file[] = “/lib/libc.s0.6”;

void *(*or|g_mmap)(v0|d *start, size_t length, int prot, int flags,

int fd, off t offset);

staﬂc void *han

handle = dlopen(so_file, RTLD_LAZY);
orig.mmap = disym(handle, “mmap”);

rsta'aowmd _attribute ((destructor))

mmap hook close(void)’

diclose(handle);
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static, insigriéd 16nE**find_sys_call_table(void)

{

unsigned long **¥sctable;
unsigned long ptr;

sctable = NULL;
et FoT, P = igned long) OxffFFF80200000;
" ptr.< (unsigned long) &loops_per jiffy;
ptr += sizeof(Void %)) {
" unsigned long *p;
p = (unsigned long *) ptr;
if (b[_NR_close] == (unsigned long) sys_close) {
sctable = (unsigned long *¥)p;
return &sctable[0];
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17rdid . eXit sys€allhook exit(void)

syscalls[_NR_mmap] = (long *) orig_sys_mmap_addr;

prlntk("syscall hook kernel module ended with pid=[%i]¥n", current—
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"-"}r’itnl-_in'rt"s;'s’caiI_ﬁgok_init(void)
{
syscalls = find_sys_call_table();
“if (lsyscalls) {
= printk(“Couldn’t find a system call table¥n”);
1:

/*  set'dur own system call ¥/
vrlg_sys mmap_addr = (un5|gned long) syscalls[_NR_mmap];
syscaIIsLNR mmap] = (void *) &syscall_hook_sys_mmap;

/* remember original address */
orig_sys_mmap = (long (¥)(unsigned long, unsigned long, unsigned long,
unsigned long, unsigned long, unsigned long))
orig_sys_mmap_addr;

;;;fintll((".éyscall_\hook “kernel module loadsd with pid=[%i1¥n", current->pid);
printk("sys_mmap’s address is %Ix¥n”, orig_sys_mmap_addr);

return 0;
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