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APl hooking

APl hooking
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WindowsAPI
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http://www.chiyoclone.net/
listexp.exe listexp2.exe
__declspec(naked) d_GetLocalTime()
{ _asm {jmp p_GetLocalTime }}
DLL DLL .
VOID WINAPI d_GetLocalTime(LPSYSTEMTIME pTime) {
}
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oL . EXE / DLL
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PE loader API hijack

< PE API

- rdata rdata AP hijack
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2.
sk ook SYSENTER

"DDRAW.DLL",
false, NULL, // Default hook disabled, NULL function pointer.
{

{ "DirectDrawCreate", MyDirectDrawCreate },
{NULL, NULL}

}
¥
BOOL APIENTRY DIIMain( HINSTANCE hModule, DWORD fdwReason, LPVOID IpReserved)

if (fdwReason == DLL_PROCESS_ATTACH ) /I When initializing,

hDLL = hModule; ° ( )
DisableThreadLibraryCalls( hModule ); " t k
.
(NULL ), Work, ) Call stac
PathStripPath( Work );
if ( stricmp( Work, “myhooktarget.exe” ) == 0)
HookAPICalls( &D3DHook );
}
e
retumn TRUE;
}
.
.




SYSENTER

» OllyDbg( ) run trace( (ring0)
) ¢ WindowsNT/2000 int 2E( )
¢ WindowsXP/2003(x86 ) sysenter
¢ WindowsXP/2003(x64 ) syscall
) *  Windows95/98/Me call( )
* run trace int 2E( ) call( ) 32 CPU
386
sysenter Pentiumll syscall
AMD K6 syscall EM64T
URL)
+ OllyDbg SYSENTER run trace http://homepage3.nifty.com/marbacka/asm64/ante
ckning/int2e_sysenter_syscall.html
SYSENTER
run trace
(
) while (GetMessage(&msg, NULL, 0, 0)>0) {
TranslateMessage(&msg);
GDT( ) DispatchMessage(&msg);
// ring0
}
SYSENTER
Windows Kernel crack ?
A API hijack  run trace
Windows )

- VirtualPC Windows2000
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cdecl
WindowsAPI

stdcall

fastcall

F

void __cdecl F(int a,int b){
}

f stdcall cdecl

ESP -

void funcA(){
n

}
&funcA  &funcB void funcBO{ }

DLL
GetProcAddress API
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DLL injection API hijack
API )
void draw( ){
static intn = 0;
if (++n ==100) {
*(int*)(0) = 0; //
}
/i
}
void runningThread() { . (parallel)
while (true){ ‘
static int n = 0;
if (++n == 10000) { \
*(int*)(0) = 0; //
} nt)0) . (concurrent)
MicroThread* p = workerThread \ [
) 0
p->resume(); // \ \




void somefunc() {
while(true) {

 Lisp (continuation)
e Ruby/C# vyield
(coroutine)

a();
yield(); // * Windows fiber(
b(); )
yield(); //
}
}
yield(
asm {
push ebx
push ebp edi edi
push esi
1) push edi esi esi
ield mov eax,[this]
yie xchg esp,[eax].register_esp
— pop edi ebp ebp
2) pop esi
pop ebp ebx ebx
pop ebx
N }
SEH
fs:[0]
—~ Visual C++ Win32 (
SEH(Structured Exception Handling) )
fs TIB(Thread Information
Block)

SEH

fs:[0]




fs:[0]
SEH

asm {
push ebx

push eb_p
push esi fs:[0] fs:[0]

push dword ptr fs:[0] //

push edi
edi edi

mov eax,[this]
xchg esp,[eax].register_esp

pop dword ptr fs:[0] // esi esi
pop edi

pop esi ebp ebp

pop ebp

pop ebx
} ebx ebx

SEH
(O
)
)
oS
)
. . GameProgrammingGems2 ISBN:
4939007332
. : Windows

2 ISBN: 4798006033

oS

void workerThread() {

while (true){ void runningThread() {

void runningThread() {
while (true){

yield(); while (true){ static intn =0;
a(); MicroThread* p = if (++n == 10000) {
yield(); workerThread , *(int*)(0) = 0; //
b();
yi(gld()- ( ) 0; MicroThread* p = workerThread
S . : ’ 0;
} c(); } p->resume(); o sresume()
}
} } )
dll injection / API hijack hooking
sysenter
micro thread K
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